
ESS 
Electronic Services System – Coordinating Committee Meeting 

Agenda 
Hybrid Meeting and Web Conference 

8711 Windsor Parkway, Suite 2 
Johnston, Iowa 

May 10, 2022 
9:00 A.M. to 12:00 P.M. 

ESS Coordinating Committee Agenda – Updated April 26, 2022 

 Welcome and Introductions 

 February 10, 2022 – ESS Coordinating Committee Meeting Summary – Approval 

 Financial Reports 
o 1st Quarter 2022 Financial Reports – Approval 
o CY 2021 Audit, 990 Return Status 

 ILR Budget Review and Action 
o Revenue/Expense Trends 
o BOA CY 2022 Budget Amendment – Approval 

 BOA Reserve Fund Allocations – Approval 
o BOA Reserve Fund Expenditure Authorization – Approval 
o Work Authorizations – Approval 

 Contracts and Agreements 
o Local Service Provider Maintenance Amendment 2022 – Approval 
o Treasury Management Account Authorization – Approval 

 
 Governance Update 

o Hamilton County Membership – Approval 
o 28E Amendment Recording Status 

 
 Legislative Update (Special Order – Rafferty Group Availability) 

o Ground Water Hazard/Smart Contracts - Policy Updates 

 Communications Update 
 

  Software Development Update 
o E-Submission Image Management 
o Pending Payment API Developments 
o Pending Payment/E-Submission Admin Developments 
o Other Pending ILR Application Developments 

 
 Search Engine Development Planning 

o Key Portal Functions and Issues 
o Stakeholder and Customer Input - Focus Groups and Surveys 
o Initial Legacy Actions – Approval 

 
 PRIA Policy Discussion Update 

o Policy Request and Operating Rules 

 Adjourn 

Next Regular Meeting August 9, 2022 
ICRA Conference – June 15-17 
Deputies Conference – September 22 
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ESS Coordinating Committee   

Meeting Summary  

February 10, 2022  

 

Participants 

Julie Haggerty, Polk County Recorder      Nancy Booten, Lee County Recorder 

Jolynn Goodchild, Plymouth County Recorder    Denise Baker, Wright County Recorder 

Natalie Steffener, Des Moines County Recorder    Jonathan Lewis, Title Services Des Moines 

Melissa Bahnsen, Cedar County Recorder     Jamie Stargell, Adams County Recorder 

David Erickson, Dentons Davis Brown PC    Eric Sloan, ICIT 

 

Other Participants 

Lisa Long, Iowa Land Records         Phil Dunshee, Iowa Land Records 

Kati Ross, Iowa Land Records         Katie New, Bergan KDV 

Sheri Jones, Jones County Recorder       Jan Gemar, ILTA 

Welcome  

A meeting of the ESS Coordinating Committee was held via web conference. Introductions were made.  

Meeting Summary  

The December 3, 2021 meeting summary was reviewed. A minor correction to add a zero to the dollar 

amount listed under Reserve Fund Allocations was noted.  Nancy Booten made a motion to approve the 

meeting summary with that correction. Jolynn Goodchild seconded, and the motion was approved.  

Election of Officers  

The Committee reviewed the Policies and Procedures for the election of ESS Coordinating Committee 

officers. It was noted that the practice of the Committee has been to elect the ICRA representative to be 

the Chair for the Committee, however this is not a required policy.  

Julie Haggerty nominated Nancy Booten as Chair of the ESS Coordinating Committee. Jolynn Goodchild 

seconded, and the motion was approved.  

Jolyn Goodchild made a motion to nominate Julie Haggerty as the Vice Chair for the ESS Coordinating 

Committee. Nancy Booten seconded, and the motion was approved.  

 

Nancy Booten made a motion to nominate Melissa Bahnsen as the Secretary/Treasurer. Julie Haggerty 

seconded, and the motion was approved.  

ESS Subcommittee Appointments 

A slate of ESS Subcommittee nominees for the Finance Subcommittee, Standards Subcommittee and 

Marketing and Communications Subcommittee were presented to participants. Julie Haggerty made a 

motion to approve the subcommittee appointments as presented. Denise Baker seconded, and the 

motion was approved.  
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Financial Reports  

The Iowa Land Records team provided the Committee with the quarterly and year‐to‐date financial 

reports for 2021. Denise Baker made a motion to approve the quarterly and year‐to‐date financial 

reports. Jolynn Goodchild seconded, and the motion was approved.  

BOA Reserve Fund Allocations 

The Project Manager provided an update on Reserve Fund Allocations. The update included the 

reconciled balance of the account as well as the balance for each of the reserve funds. It was reported 

that income from the E‐Submission service fee and fund 255 Reimbursement had exceeded projections 

in the most recent quarter by $220,667.68. It was recommended that those funds be moved to the 

Software Development and Equipment Maintenance Reserve. Jolyn Goodchild made a motion to 

approve the allocation of these funds to the specified reserve account effective December 31, 2021. 

Natalie Steffener seconded, and the motion was approved.  

BOA Reserve Fund Expenditure Authorization  

The Project Manager an update regarding expenditures from the Reserve Funds. The Committee was 

asked to approve the use of any authorized but unexpended funds for the completion of the current 

phase of activities, and for the planning and initial development work for the next phase of activity 

beginning April 1, 2022. Authorization to expend an additional $75,000 of Software Development and 

Equipment Maintenance Reserve funds was also requested. Julie Haggerty made a motion to approve 

the request to expend previously authorized funds and to allocate an additional $75,000 from the 

Software Development and Equipment Replacement Fund.  Natalie Steffener seconded, and the motion 

was approved. 

Work Authorizations  

The Project Manager presented work authorizations for Lean Techniques and We Write Code for review 

and affirmation by the Committee. The work authorizations were presented to ensure that the 

Committee was fully informed of all development activities performed by the private firms. Julie 

Haggerty made a motion to accept and approve the work authorizations as presented. Jolynn Goodchild 

seconded, and the motion was approved. 

ESS/ILR Staffing/External Consulting Update 

The Project Manager reminded the Committee that they had previously budgeted for a Full Time Policy 

Coordinator position starting on January 1. It was reported that the job description for this position was 

recently posted on Indeed, and it would be sent to Drake University, University of Iowa, and Iowa State 

University law and graduate schools for posting. The position description was reviewed with the ICRA 

executive leadership team prior to being posted. Some applications have come in, but none have met 

the desired criteria. Updates on the hiring process will be provided as they are available.  

Treasury Management Request For Information 

The Project Manager provided an update regarding treasury management services. It was reported that 

Bank of America was not able to set up a new account in the name of ESS following the 28E transition. 

The ESS Finance Subcommittee recently discussed options for seeking a treasury management service 

provider, and it was determined that a Request for Information would be an appropriate route to follow. 

At least two qualified institutions in central Iowa will be directly invited to respond. The Community 

Banker association will also be asked to circulate the RFI with their members, as a preference would be 
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given to Iowa‐based treasury management service organizations. The RFI will also be posted on the Iowa 

Land Records website. Melissa Bahnsen made a motion to authorize the publication and distribution of 

the RFI. Julie Haggerty seconded, and the motion was approved.  

Assignment of Credits for E‐Submission 

The Project Manager provided an update the expected cost of local maintenance services for fiscal year 

2023. The master agreement provides that the annual adjustment based on the social security 

administration cost of living adjustment (COLA). For 2022 that adjustment is 5.9%. However, the master 

agreement sets a cap on the increase at 3.5%. 

Counties are asked to contribute to the payment for local maintenance services, adjusted by credits 

earned through the E‐Submission services. Every county receives a credit, and counties with a higher 

proportion of E‐Submission activity receive a higher credit amount. The Committee received a report 

showing the ratio of E‐Submission activity and the amount of credit earned by each county based on the 

approved formula. It was recommended that the formula be adjusted to ensure that counties receive at 

least the amount they received last year. The Committee was also presented with the option to increase 

the credit for each county by $125.00. Jolynn Goodchild made a motion to approve the CY 2022 

Maintenance Cost Share credits as calculated and presented, including the $125.00 increase. Julie 

Haggerty seconded, and the motion was approved.  

Communications Update 

Kati Ross provided a marketing and communications update and covered topics including a draft 

handout for prospective customers, the 2022 social media and newsletters plan, and updates on 

progress on the county recorder directory and map.  

Governance Update  

28E Amendment Recording Status 

Lisa Long reported that 96 of the 98 counties have recorded the 28E submitted for recording. The Iowa 

Land Records team is working with the final two counties to improve image quality and resubmit the 

documents for recording. 

Legislative Policy Update 

Groundwater Hazard 

The Project Manager reported that the Groundwater Hazard bill currently has bipartisan support, and 

was advancing through the committee process in both the House and Senate. It was reported that the 

Iowa Land Title Association, Iowa State Bar Association, and Iowa Bankers Association had all been very 

helpful with moving the bill forward. 

 

Smart Contracts 

A second legislative proposal would add clarifying language to the Iowa Code related to Smart Contracts, 

which were legalized during the 2021 legislative session. The clarifying language would ensure that real 

estate transactions using distributed ledger technology would not bypass the official recording of 

conveyance documents in the public land registry. The Iowa Land Records team is working with the key 

stakeholder groups on this issue. 
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Balancing Support and Development  

The Project Manager discussed development priorities with the Committee. It was discussed that there 

are several support issues affecting individual counties that may not be addressed immediately so that 

progress can continue to be made on big picture objectives that will have a positive impact on all 

customers and users of the system. The Iowa Land Records team meets regularly to prioritize support 

items and other development work. Each development sprint allows time for key development work, 

and support items. Generally, E‐Submission issues affecting the recording of documents will have a 

higher priority than issues affecting the posting of records on the Iowa Land Records website.  

E‐Submission Development Updates 

The Project Manager provided a demo of the new E‐Submission 2.0 customer interface which is 

currently being used by customers. It was explained that the legacy E‐Submission site for customers 

would be shut off on February 28th. Recent enhancements and updates to the E‐Submission 2.0 

Customer interface were discussed. It was mentioned that the recorder interface legacy site will also be 

retired soon. The development team continues to work to address several things that need to be 

completed before the legacy system can be shut off. 

PRIA Policy Discussion Topics 

The Project Manager shared a memo he had prepared to share with the PRIA Board of Directors at their 

meeting prior to their upcoming conference. The memo outlined suggested policies for transparency 

and legislative advocacy. Melissa Bahnsen made a motion to approve and adopt the PRIA memo. Denise 

Baker seconded, and the motion was approved.  

The meeting was adjourned at 1:55 PM. The next regular meeting will be May 10, 2022. 
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Customer service information

Customer service: 1.888.852.5000

bankofamerica.com

Bank of America, N.A.
P.O. Box 25118
Tampa, FL 33622-5118

IOWA COUNTY RECORDERS ASSOCIATION INC
8711 WINDSOR PKWY STE 2
JOHNSTON, IA  50131-2296

P.O. Box 15284
Wilmington, DE 19850

 PULL: E   CYCLE: 55   SPEC: E   DELIVERY: E   TYPE:    IMAGE: I   BC: IA Page 1 of 24

Your Full Analysis Business Checking 
Preferred Rewards for Bus Platinum Honors
for March 1, 2022 to March 31, 2022 Account number: 

IOWA COUNTY RECORDERS ASSOCIATION INC          

Account summary
Beginning balance on March 1, 2022 $1,665,787.86

Deposits and other credits 3,602,972.37

Withdrawals and other debits -3,498,932.71

Checks -60,789.98

Service fees -927.99

Ending balance on March 31, 2022 $1,708,109.55

# of deposits/credits: 120

# of withdrawals/debits: 180

# of days in cycle: 31

Average ledger balance: $1,626,936.97
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Jan - Mar 22

Income
BudgetedIncome

42000 · POSSERVICEFEE 30,928.94

43000 · SERVICEFEE
43100 · ACH 236,166.00

43200 · CC 23,890.79

43300 · DRAWDOWN 15,147.00

Total 43000 · SERVICEFEE 275,203.79

47000 · Fund 255 Reimbursement 275,342.97

Total BudgetedIncome 581,475.70

49000 · RevolvingIncome
49300 · ERECORDING

49100 · AUDITORFEE 100,120.00

49200 · TRANSFERTAX 5,717,962.40

49300 · ERECORDING - Other 2,289,872.00

Total 49300 · ERECORDING 8,107,954.40

49600 · POSPAYMENT 1,030,736.16

Total 49000 · RevolvingIncome 9,138,690.56

Total Income 9,720,166.26

Gross Profit 9,720,166.26

Expense
Budgeted Expenses

60000 · Administration
60200 · Accounting Software-Services 4,478.61

60300 · Bookkeeping-CPA-990 14,450.00

60400 · Project Manager 35,700.00

60500 · Professional Fees
60510 · Legal 6,000.00

60520 · Government Relations 3,000.00

60530 · Human Resources-Oasis 2,917.80

Total 60500 · Professional Fees 11,917.80

60700 · Ess Meetings 663.46

60800 · Office Operations
60810 · Office Space Lease 8,650.00

60820 · Office Supplies 250.97

60830 · Offical Publication Expense 75.00

60850 · Teleconference 296.90

60860 · Telephone/Internet 1,950.00

60870 · Office Tech Support 3,360.00

60880 · Printing and Copying (Color-BW) 950.00

60890 · Miscellaneous 64.20

60800 · Office Operations - Other 647.00

Total 60800 · Office Operations 16,244.07

Total 60000 · Administration 83,453.94

61000 · Marketing-Communications
61100 · Marketing Director 26,263.23

61200 · Administrative/Marketing Coord 22,637.13

9:12 AM Iowa County Recorders Association

04/26/22 Profit & Loss
Accrual Basis January through March 2022

Page 1
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Jan - Mar 22

61300 · Education and Outreach
61320 · Tradeshows/Exhibits/Sponsorship 1,000.00

61330 · Seminars & Workshops 75.66

61340 · Memberships 1,000.00

61350 · Conferences & Meetings 1,945.22

61360 · Campaigns 27.25

61370 · Software & Hosted Services 2,105.67

Total 61300 · Education and Outreach 6,153.80

Total 61000 · Marketing-Communications 55,054.16

62000 · Customer Support
62100 · Account Manager 23,209.64

Total 62000 · Customer Support 23,209.64

63000 · Policy Coordination
63100 · Policy Coordinator 420.00

Total 63000 · Policy Coordination 420.00

64000 · ILR System Operations
64100 · Development Team

64110 · Technical Lead 35,985.35

64120 · Senior Developer 32,813.15

64130 · Technical Support & Development 26,422.19

Total 64100 · Development Team 95,220.69

64200 · External Development & Services
64210 · FF Redaction Services 19,012.93

64211 · BF Redaction Services 1,492.98

64240 · Data Center & Hosting Services 9,158.70

64250 · Domain Registration 30.30

Total 64200 · External Development & Services 29,694.91

64300 · Software License-Maintenance
64305 · Jetbrains 1,556.00

64306 · Accusfot-PRIZM 9,901.00

64310 · Certificates- Digicert 4,446.40

64311 · Browser Stack 372.36

64319 · AWS 1,853.78

64325 · Maytech 391.88

64326 · Atlassian 130.02

Total 64300 · Software License-Maintenance 18,651.44

Total 64000 · ILR System Operations 143,567.04

65000 · Local Maint. Expense 24.99

66000 · Payment Expenses
66100 · Bank Account Analysis Fee 2,746.03

66300 · Gateway Transaction Fees
66315 - ProfSolOnlineTransFees 17,956.14

66310 · Vericheck OnlineTransactionFees 7,931.49

66320 · POSTransactionsFees 20,922.17

Total 66300 · Gateway Transaction Fees 46,809.80

Total 66000 · Payment Expenses 49,555.83

Total Budgeted Expenses 355,285.60

Planned Reserve Expenses
Software Development-Consulting 114,365.00

Total Planned Reserve Expenses 114,365.00

61500 · Depreciation Expense 46,202.82

9:12 AM Iowa County Recorders Association

04/26/22 Profit & Loss
Accrual Basis January through March 2022

Page 2
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Jan - Mar 22

70000 · RevolvingExpenses
ESSPayments

70100 · COUNTYDISTRIBUTION 8,106,789.20

70200 · POSDISTRIBUTION 1,010,908.78

Total ESSPayments 9,117,697.98

Total 70000 · RevolvingExpenses 9,117,697.98

Total Expense 9,633,551.40

Net Income 86,614.86

9:12 AM Iowa County Recorders Association

04/26/22 Profit & Loss
Accrual Basis January through March 2022

Page 3
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Jan - Mar 22

Income
BudgetedIncome

42000 · POSSERVICEFEE 30,928.94

43000 · SERVICEFEE
43100 · ACH 236,166.00

43200 · CC 23,890.79

43300 · DRAWDOWN 15,147.00

Total 43000 · SERVICEFEE 275,203.79

47000 · Fund 255 Reimbursement 275,342.97

Total BudgetedIncome 581,475.70

Total Income 581,475.70

Gross Profit 581,475.70

Expense
Budgeted Expenses

60000 · Administration
60200 · Accounting Software-Services 4,478.61

60300 · Bookkeeping-CPA-990 14,450.00

60400 · Project Manager 35,700.00

60500 · Professional Fees
60510 · Legal 6,000.00

60520 · Government Relations 3,000.00

60530 · Human Resources-Oasis 2,917.80

Total 60500 · Professional Fees 11,917.80

60700 · Ess Meetings 663.46

60800 · Office Operations
60810 · Office Space Lease 8,650.00

60830 · Offical Publication Expense 75.00

60850 · Teleconference 296.90

60860 · Telephone/Internet 1,950.00

60870 · Office Tech Support 3,360.00

60880 · Printing and Copying (Color-BW) 950.00

60890 · Miscellaneous 64.20

60800 · Office Operations - Other 647.00

Total 60800 · Office Operations 15,993.10

Total 60000 · Administration 83,202.97

61000 · Marketing-Communications
61100 · Marketing Director 26,263.23

61200 · Administrative/Marketing Coord 22,637.13

61300 · Education and Outreach
61320 · Tradeshows/Exhibits/Sponsorship 1,000.00

61330 · Seminars & Workshops 75.66

61340 · Memberships 1,000.00

61350 · Conferences & Meetings 1,945.22

61360 · Campaigns 27.25

61370 · Software & Hosted Services 2,105.67

Total 61300 · Education and Outreach 6,153.80

Total 61000 · Marketing-Communications 55,054.16

62000 · Customer Support
62100 · Account Manager 23,209.64

Total 62000 · Customer Support 23,209.64

9:12 AM Iowa County Recorders Association

04/26/22 Profit & Loss- Budgeted Only
Accrual Basis January through March 2022

Page 1
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Jan - Mar 22

64000 · ILR System Operations
64100 · Development Team

64110 · Technical Lead 35,985.35

64120 · Senior Developer 32,813.15

64130 · Technical Support & Development 26,422.19

Total 64100 · Development Team 95,220.69

64200 · External Development & Services
64210 · FF Redaction Services 19,012.93

64211 · BF Redaction Services 1,492.98

64240 · Data Center & Hosting Services 9,158.70

Total 64200 · External Development & Services 29,664.61

64300 · Software License-Maintenance
64305 · Jetbrains 1,556.00

Total 64300 · Software License-Maintenance 1,556.00

Total 64000 · ILR System Operations 126,441.30

65000 · Local Maint. Expense 24.99

66000 · Payment Expenses
66100 · Bank Account Analysis Fee 2,746.03

66300 · Gateway Transaction Fees
66310 · Vericheck OnlineTransactionFees 7,931.49

66320 · POSTransactionsFees 20,922.17

Total 66300 · Gateway Transaction Fees 28,853.66

Total 66000 · Payment Expenses 31,599.69

Total Budgeted Expenses 319,532.75

Total Expense 319,532.75

Net Income 261,942.95

9:12 AM Iowa County Recorders Association

04/26/22 Profit & Loss- Budgeted Only
Accrual Basis January through March 2022

Page 2
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Mar 31, 22

ASSETS
Current Assets

Checking/Savings
10800 · BOA-Settlement

108100 · Unrestricted Reserve Account 38,399.40

108200 · Software Dev & Equip Maint Rsrv 857,474.72

108300 · Redaction Reserve 40,000.00

108400 · Restricted Operating Reserve 100,000.00

10800 · BOA-Settlement - Other 985,068.51

Total 10800 · BOA-Settlement 2,020,942.63

Total Checking/Savings 2,020,942.63

Accounts Receivable
12000 · Accounts Receivable 4,223.47

Total Accounts Receivable 4,223.47

Other Current Assets
13000 · Due from State 103,446.16

14000 · Prepaid Expenses 155,817.97

Total Other Current Assets 259,264.13

Total Current Assets 2,284,430.23

Fixed Assets
17000 · Computer Equipment 1,099,025.95

17900 · Asset in Process 96,092.01

18000 · Accumulated Depreciation -900,973.56

Total Fixed Assets 294,144.40

TOTAL ASSETS 2,578,574.63

LIABILITIES & EQUITY
Liabilities

Current Liabilities
Accounts Payable

20000 · Accounts Payable 9,201.00

Total Accounts Payable 9,201.00

Credit Cards
21000 · Corp-BOA Visa 2026 8,978.32

Total Credit Cards 8,978.32

Other Current Liabilities
22000 · Accrued Compensation 54,538.21

22500 · Deferred Revenues 138,702.28

24000 · DRAWDOWN 73,278.60

Total Other Current Liabilities 266,519.09

Total Current Liabilities 284,698.41

Total Liabilities 284,698.41

Equity
30000 · Retained Earnings 2,207,261.36

Net Income 86,614.86

Total Equity 2,293,876.22

TOTAL LIABILITIES & EQUITY 2,578,574.63

9:08 AM Iowa County Recorders Association

04/26/22 Balance Sheet
Accrual Basis As of March 31, 2022
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Mar 31, 22

ASSETS
Current Assets

Checking/Savings
State Treasurer 318,872.78

Total Checking/Savings 318,872.78

Total Current Assets 318,872.78

TOTAL ASSETS 318,872.78

LIABILITIES & EQUITY
Liabilities

Current Liabilities
Accounts Payable

Accounts Payable 3,611.87

Total Accounts Payable 3,611.87

Total Current Liabilities 3,611.87

Total Liabilities 3,611.87

Equity
Retained Earnings 527,717.15

Net Income -212,456.24

Total Equity 315,260.91

TOTAL LIABILITIES & EQUITY 318,872.78

11:44 AM Iowa Land Records - Fund 255

04/28/22 Balance Sheet
Accrual Basis As of March 31, 2022
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As of the publication of this InSights newsletter, 
another major breach has made the headlines. 
T-Mobile announced that a cyberattack accessed 
personal information linked to about 7.8 million 
current subscribers and records of about 40 
million people who previously applied for credit 
with T-Mobile. It is too early to estimate the cost 
of the breach, but T-Mobile stated that it will offer 
two years of free identity protection from McAfee, 
along with other services, to its customers. We 
fully expect regulatory scrutiny will ensue. This 
breach is but the latest example in an onslaught of 
cyberattacks that is increasing in both frequency 
and severity and, as a result, is roiling the market 
for cyber insurance.

Cyber insurance underwriting results have 
deteriorated at an alarming pace. According 
to an AM Best cyber insurance report dated 
June 2021, the 2020 combined ratios for the 
top 5 insurers averaged 104.1%, while the top 
10 insurers combined ratio averaged 100.7% 
and the top 20 averaged 96%. AM Best further 
reported that 3 of the top 5 insurers had estimated 
combined ratios of 123%, 125.8% and 117.2% 
for 2020. For non-insurance savvy readers of 
this article, the combined ratio is a measure of 
insurer profitability. Generally speaking, and before 
factoring investment gains or losses, a combined 
ratio under 100 indicates an insurer is making an 
underwriting profit and a ratio over 100 indicates 
an underwriting loss. 

Coalition, a leading provider of cyber insurance and 
security, recently released their Cyber Insurance 
Claims Report for the first half of 2021. The report 
is comprised of data on Coalition’s policyholders, 
which includes a wide range of insureds with up to 
$1 billion in annual revenues. The report highlights 
some key comparisons of the first half of 2021 to 
the first half of 2020.

• Business email compromise (BEC) incidents 
were the most frequently reported claims. BEC 
incidents are up 51%

• The average ransomware demand in the first 
half of 2021 was $1.2 million, an increase of 
nearly 170% over the prior period

• The frequency of incidents reported by 
organizations with under 250 employees 
increased 57%

Additionally, during the first half of the year, 
concerns over the cyber vulnerability of the U.S. 
infrastructure took front stage. A ransomware 
attack against Colonial Pipeline turned off the 
spigot on the largest pipeline system for refined 
oil products in the U.S. The attack prompted the 
company to shut down for nearly a week. This led 
to long lines at gas stations, panic-buying, fuel 
shortages and elevated fuel price spikes. In the 
past, it could be argued that cyber security was a 
rather abstract issue for the general population, 
but the Colonial Pipeline situation made the threat 
seem very real, very quickly. 

While this attack might have turned cyber into a 
current hit, it is just one of the latest notes in a song 
that has been getting much more air play with cyber 
insurers over the past 18 months.

The insurers participating on the Colonial Pipeline 
cyber insurance program will likely reimburse the 
company for the $4.4 million paid in response to 
the ransomware demand. Unfortunately, this is not 
the extent of the potential exposure, as the cyber 
insurers likely know all too well. Other coverages, 
such as business interruption, restoration, forensic 
work and other therapeutic measures, could 
increase the insured loss. In a very interesting twist, 
as of the date of this publication, the FBI disclosed 
that it seized $2.3 million of bitcoin allegedly 
held by Darkside, the hacking group that targeted 
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Colonial Pipeline. We will continue to monitor this 
development and its ramifications for the cyber 
marketplace. 

On the heels of the Colonial Pipeline breach, 
JBS S.A. (JBS) was hacked. JBS is the largest (by 
sales) meat processing company in the world. 
The cyberattack halted operations and further 
slowed the food-supply chain, which was already 
under significant stress from labor shortages, 
production constraints and high transportation 
costs. JBS confirmed that the company paid $11 
million in ransom to the hackers. As of the date 
of this publication, we are not aware of the cyber 
insurance program in place and whether insurance 
has reimbursed for the ransom payment. What we 
do know, is that JBS has stated that it spends more 
than $120 million annually on IT and employs more 
than 850 IT professionals globally.

The attacks on U.S. infrastructure have led the 
Biden administration to more aggressively police 
companies’ security standards and privacy 
safeguards. While many governmental agency 
officials provide recommendations on best 
practices, shortly after the Colonial Pipeline hack, 
the Transportation Security Administration (TSA) 
rolled out regulations, including a requirement that 
pipeline operators report cyberattacks. This may be 
a harbinger for more regulations to follow. 

The infrastructure industry would not seem to 
be the only vulnerable segment. All entities, 
across all industries, likely have some degree of 
susceptibility to a cyberattack. For instance, the 
Financial Stability Board (FSB), an international 
body that monitors and makes recommendations 
about the global financial system, stated that 
cyber activities, inclusive of phishing, malware and 
ransomware, grew from less than 5,000 per week 
in February 2020 to more than 200,000 per week 
in late April 2021. The FSB stated that the surge 
of cyberattacks on the financial services sector will 
continue as staff continue to work from home. 

Partially as a result of the points discussed 
above, we are seeing that primary cyber insurers 
are generally pulling some or all of their levers 
to return to underwriting profitability, such as 
substantially increasing premiums, reducing limit 
capacity (especially when the limit is greater than 
$5 million), increasing retentions, and restricting 
coverage. On excess placements, underwriters are 

following the primary and underlying percentage 
increases in premiums, and at times, increasing 
premiums at a higher percentage basis — as well 
as reducing capacity and coverage. To this end, 
during a recent analyst conference call, AIG CEO 
Peter Zaffino said, “We continue to carefully reduce 
cyber limits and are obtaining tighter terms and 
conditions to address increasing cyber loss trends, 
the rising threat associated with ransomware and 
the systemic nature of cyber risk generally.” 

Cyber insurance has quickly become a high 
frequency / high severity coverage line. This is, 
in our experience, an unforgiving combination for 
insurers. Historically, cyber had been a profitable 
line for most insurers in the space. Suddenly, 
carriers are experiencing declining profit margins 
and, in the worst cases, underwriting losses. The 
cyber markets as a whole are generally weighing 
factors such as the potential for catastrophic cyber 
losses, the short-tail and long-tail nature of cyber 
risks, the supplier / vendor vulnerabilities that 
can lead to systemic losses that affect multiple 
policyholders and a heightened and evolving 
regulatory environment. 

Cyber underwriters generally are paying much 
closer attention to insureds’ risk management 
policies and practices. As such, in our experience, 
nearly all insurers now request supplemental 
underwriting questionnaires or ask additional 
questions about loss control policies. The answers 
to the questions will positively or negatively impact 
the markets’ terms and conditions. Unsatisfactory 
answers will likely lead to declinations and even 
non-renewals. 

In light of the upset in the market, we thought it 
would be beneficial to ask a few questions to one 
of the leading global participants in the cyber 
market. We are pleased that Bob Wice, Head of 
Underwriting Management, Cyber & Tech, from 
Beazley Group has generously agreed to spend 
some time speaking with us.

RT ProExec: As one of the largest cyber markets, 
please provide your assessment of the cyber 
insurance market.

Mr. Wice: The cyber insurance market tends to 
evolve quickly, and 2021 has been no exception. As 
the ransomware threat has increased, underwriting 
appetites have varied depending on size of insured 
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RT ProExec: The insurance industry is under 
considerable criticism for insuring ransom 
payments. Elected officials and government 
branches, including the FBI, discourage the 
payment of ransom payments — often citing that it 
enriches and emboldens criminals and essentially 
funds more attacks. Recently, at the insistence 
of the French government, a major global insurer 
stopped insuring ransom demands under cyber 
insurance policies in France. As France only 
trails behind the United States in the payment of 
ransom demands, do you see the recent action as 
a barometer for changes in coverage in the United 
States?

Mr. Wice: The increased attention to extortion 
payments at the government level is a positive 
development. It is a question for governments to 
decide on public policy with respect to ransomware 
payments. We are not excluding extortion payments 
from our policies, but we will comply with local 
regulations, if enacted. We intend to continue to 
focus on helping insureds establish more robust 
risk management practices to strengthen their 
defenses against these evolving threats.

CLOSING THOUGHTS
As the cyber insurance market continues to 
evolve, we will closely monitor the many moving 
parts discussed above. Irrespective of the market 
dynamics, in the unfortunate event of a cyber 
incident, we remain your steadfast advocate. Our 
advocacy commences by fully recognizing that 
organizations experiencing a cyber incident are 
victims. It continues by recognizing that those who 
perpetrate these hacks are criminals. From the 
outset, it is paramount for us, the market(s) and 
the policyholder to be singularly aligned to meet the 
challenges of a cyber incident. We understand the 
sensitivity and criticality of a cyber breach as well 
as the importance of enhancing communication, 
explaining the process and working together to 
achieve a favorable outcome. 

and claims experience across different industries. 
Assessments of frequency and severity can change 
month to month, and due to the short tail nature 
of cyber claims, markets have reacted quickly 
with focused risk selection, increased rate goals 
and management of limits and retentions. While 
capacity for lower limits in the SME space persists, 
larger organizations have fewer primary options, 
and brokers have found it increasingly difficult to 
build excess limits.

RT ProExec: Given the high frequency and 
severity of claims, how do you underwrite towards 
sustainability?

Mr. Wice: Data analysis is the key. We are working 
with brokers to collect details on critical risk 
management controls in a structured way to 
determine which of those controls can make a 
difference in preventing frequency and mitigating 
severity. External vulnerability scans are also 
playing a role in identifying risk factors which can 
lead to the increased probability of a loss. 

RT ProExec: As an industry, we often fail to discuss 
the basics. What are the risk management 
safeguards that companies must adopt to secure 
quotations with favorable terms and conditions? 

Mr. Wice: A defense in depth and layered security 
approach to cyber risk management will help avoid 
significant losses. When email security tools fail to 
prevent initial systems compromise due to human 
error, internal security controls such as multi-factor 
authentication for privileged user accounts, network 
segmentation and proper logging and monitoring 
will help prevent the spread of an attack. Failing 
that, segmented backups and frequent testing of 
restoration capability are keys to demonstrating 
favorable cyber risk management controls.
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BUDGETED INCOME AND EXPENSES

CY 2022

Proposed Amendment
January February March April May June July August September October November December Actual Adopted Difference

Income 

BudgetedIncome

Bad Payment Fee 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Misc. Income 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 200.00 200.00 200.00 0.00

Event Income ILR Conferences Registration 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 6400.00 0.00 0.00 0.00 6400.00 6400.00 0.00

Sponsorships 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

POSSERVICEFEE 10032.42 8279.90 12616.62 16165.17 7500.00 7500.00 7500.00 7500.00 7500.00 7500.00 7500.00 7500.00 107094.11 90000.00 17094.11

ERECORDING SERVICEFEE

ACH

CC

DRAWDOWN

Total SERVICEFEE 91949.17 79754.66 103499.96 98861.26 90000.00 90000.00 90000.00 90000.00 90000.00 90000.00 90000.00 90000.00 1094065.05 1080000.00 14065.05

Expense Reimbursement ‐ 255 103446.16 80863.17 91033.64 110939.17 83232.90 55000.00 55000.00 55000.00 55000.00 55000.00 55000.00 55000.00 854515.04 660000.00 194515.04

Local Service Provider Maint. Cost Sharing Credit 0.00 0.00 0.00 0.00 ‐165000.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 ‐165000.00 ‐165000.00 0.00

Local Maintenance Share 0.00 0.00 0.00 0.00 297045.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 297045.00 297045.00 0.00

Total BudgetedIncome 205427.75 168897.73 207150.22 225965.60 312777.90 152500.00 152500.00 152500.00 158900.00 152500.00 152500.00 152700.00 2194319.20 1968645.00 225674.20

Expense

Budgeted Expenses

Administration

Annual Audits 0.00 0.00 0.00 0.00 4000.00 0.00 850.00 3500.00 0.00 0.00 0.00 8350.00 8350.00 0.00

Accounting Software‐Services 4182.85 147.88 147.88 147.88 150.00 150.00 150.00 150.00 150.00 150.00 150.00 150.00 5826.49 5800.00 26.49

Bookkeeping‐CPA‐990 4650.00 4900.00 4900.00 0.00 9800.00 4900.00 4900.00 4900.00 4900.00 4900.00 4900.00 4900.00 58550.00 58800.00 ‐250.00

Professional Fees

Legal Fees 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 2000.00 24000.00 24000.00 0.00

Government Relations 1000.00 0.00 2000.00 2000.00 2000.00 2000.00 2000.00 1000.00 1000.00 1000.00 1000.00 3000.00 18000.00 18000.00 0.00

Human Resources‐Oasis 1280.00 780.00 857.80 758.40 980.00 980.00 1470.00 980.00 980.00 980.00 980.00 1470.00 12496.20 12740.00 ‐243.80

Project Manager 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 11900.00 142800.00 142800.00 0.00

Insurance 0.00 0.00 0.00 0.00 0.00 55000.00 0.00 0.00 0.00 0.00 0.00 0.00 55000.00 37750.00 17250.00

ESS Meetings 0.00 263.44 400.02 522.03 0.00 1400.00 0.00 0.00 1400.00 0.00 0.00 1400.00 5385.49 5600.00 ‐214.51

Office Operations

Office Space Lease 2750.00 2950.00 2950.00 2950.00 2950.00 2950.00 2950.00 2950.00 2950.00 2950.00 2950.00 2950.00 35200.00 35400.00 ‐200.00

Office Supplies 0.00 250.97 0.00 0.00 0.00 75.00 0.00 0.00 75.00 0.00 0.00 75.00 475.97 300.00 175.97

Official Publication Expense 16.30 38.20 20.50 0.00 45.00 45.00 45.00 45.00 45.00 45.00 45.00 45.00 435.00 540.00 ‐105.00

Postage 0.00 0.00 0.00 0.00 0.00 58.00 0.00 0.00 58.00 0.00 0.00 58.00 174.00 232.00 ‐58.00

Teleconference 126.59 119.05 51.26 11.10 250.00 250.00 250.00 250.00 250.00 250.00 250.00 250.00 2308.00 3000.00 ‐692.00

Telephone/Internet 550.00 700.00 700.00 700.00 700.00 700.00 700.00 700.00 700.00 700.00 700.00 700.00 8250.00 8400.00 ‐150.00

Office Tech Support 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 1120.00 13440.00 13440.00 0.00

Printing and Copying (Color‐BW) 250.00 350.00 350.00 350.00 350.00 350.00 350.00 350.00 350.00 350.00 350.00 350.00 4100.00 4200.00 ‐100.00

Miscellaneous Expenses 64.20 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 240.00 304.20 300.00 4.20

Total Administration

Marketing‐Communications

Marketing Director 12576.79 6850.86 6835.58 6835.47 7211.32 7211.32 10816.98 7211.32 7211.32 7211.32 7211.32 10816.98 98000.58 93747.16 4253.42

Administrative/Marketing Support 10749.89 5888.22 5999.02 5838.01 6238.26 6238.26 9357.39 6238.26 6238.26 6238.26 6238.26 9357.39 84619.48 81097.38 3522.10

Computing Equipment 0.00 0.00 0.00 0.00 0.00 6200.00 0.00 0.00 0.00 0.00 0.00 0.00 6200.00 6200.00 0.00

Education & Outreach

ILR Conferences 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 6400.00 0.00 0.00 0.00 6400.00 6400.00 0.00

Tradeshows/Exhibits/Sponsorships 0.00 1000.00 0.00 215.00 500.00 0.00 0.00 250.00 250.00 750.00 0.00 0.00 2965.00 3200.00 ‐235.00

Seminars & Workshops 45.66 0.00 30.00 0.00 750.00 750.00 250.00 0.00 750.00 250.00 0.00 1150.00 3975.66 4000.00 ‐24.34

Memberships 0.00 800.00 200.00 0.00 0.00 0.00 575.00 0.00 0.00 0.00 0.00 4000.00 5575.00 5600.00 ‐25.00

Conferences and Meetings 596.40 0.00 1348.82 652.52 0.00 0.00 0.00 450.00 2765.00 0.00 1350.00 2500.00 9662.74 9680.00 ‐17.26

Campaigns 0.00 0.00 27.25 0.00 0.00 500.00 750.00 0.00 0.00 750.00 0.00 1400.00 3427.25 3500.00 ‐72.75

Software, Equipment and Hosted Services 638.35 559.66 1151.87 559.66 520.00 520.00 520.00 520.00 520.00 520.00 3520.00 4020.00 13569.54 13580.00 ‐10.46

Marketing Supplies 0.00 0.00 0.00 0.00 0.00 50.00 0.00 0.00 50.00 0.00 0.00 50.00 150.00 200.00 ‐50.00

Promotional Expenses 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 2500.00 2500.00 2500.00 0.00

Total Marketing‐Communications

Customer Support Account Manager 7508.30 7976.32 7725.02 7477.68 7189.92 7189.92 10784.88 7549.42 7549.42 7549.42 7549.42 10782.88 96832.58 94904.94 1927.64
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BUDGETED INCOME AND EXPENSES

CY 2022

Proposed Amendment
January February March April May June July August September October November December Actual Adopted Difference

CRM & QA Assistant 0.00 0.00 0.00 0.00 2116.42 2116.42 3174.63 2116.42 2116.42 2116.42 2116.42 3174.63 19047.78 27513.46 ‐8465.68

Computing Equipment 0.00 0.00 0.00 0.00 0.00 3500.00 0.00 0.00 0.00 0.00 0.00 0.00 3500.00 3500.00 0.00

Professional Development 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Total Customer Support

Policy Coordination

Policy Coordinator 6.37 413.63 0.00 0.00 8114.70 8114.70 12172.05 8114.70 8114.70 8114.70 8114.70 12172.05 73452.30 105491.10 ‐32038.80

Computing Equipment 0.00 0.00 0.00 0.00 0.00 3000.00 0.00 0.00 0.00 0.00 0.00 0.00 3000.00 3000.00 0.00

Professional Development 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Total Policy Coordination

ILR System Operations

Development Team

Technical Lead 12021.89 11979.88 11983.58 11687.92 11534.96 11534.96 17302.44 12111.71 12111.71 12111.71 12111.71 20594.85 157087.33 152553.91 4533.42

Senior Developer 10938.49 10935.48 10939.18 10939.66 10276.68 10276.68 15415.02 10276.68 10790.51 10790.51 10790.51 20413.85 142783.27 135137.18 7646.09

Technical Support & Development 8832.78 8793.55 8795.86 8795.76 8277.70 8277.70 12416.55 8277.70 9105.47 9105.47 9105.47 17125.66 116909.67 110802.52 6107.15

Developer 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Professional Development 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 3300.00 0.00 3300.00 3300.00 0.00

External Development & Services

FF Redaction Services 7957.05 5919.33 5136.55 6727.88 9000.00 9000.00 9000.00 9000.00 9000.00 9000.00 9000.00 9000.00 97740.81 108000.00 ‐10259.19

BF Redaction Services 1492.98 0.00 0.00 2624.05 1000.00 1000.00 1000.00 1000.00 1000.00 1000.00 1000.00 1000.00 12117.03 12000.00 117.03

Software Development Services 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Technical Consulting 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Data Center & Hosting Services 3052.90 3052.90 3052.90 3052.90 3100.00 3100.00 3100.00 3100.00 3100.00 3100.00 3100.00 3100.00 37011.60 37200.00 ‐188.40

Domain Registration 0.00 0.00 30.30 0.00 0.00 0.00 35.00 0.00 0.00 0.00 0.00 0.00 65.30 260.00 ‐194.70

Software‐License‐Maintenance

JetBrains 0.00 0.00 1556.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1556.00 1800.00 ‐244.00

Browser Stack 372.36 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 372.36 400.00 ‐27.64

Accusoft‐PRIZM 0.00 0.00 9901.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 9901.00 19802.00 10000.00 9802.00

DB2 0.00 0.00 0.00 0.00 8622.24 0.00 0.00 0.00 0.00 0.00 0.00 0.00 8622.24 8000.00 622.24

VMWare 0.00 0.00 0.00 0.00 0.00 17000.00 0.00 0.00 0.00 0.00 0.00 0.00 17000.00 0.00 17000.00

Nessus 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 3200.00 0.00 0.00 0.00 3200.00 3200.00 0.00

Certificates ‐ Digicert 0.00 198.00 4248.40 ‐2848.20 0.00 0.00 0.00 0.00 0.00 6000.00 0.00 7598.20 6000.00 1598.20

Duo‐Security 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 500.00 500.00 500.00 0.00

GEO‐IP 0.00 0.00 0.00 0.00 0.00 350.00 0.00 0.00 0.00 0.00 0.00 0.00 350.00 350.00 0.00

City‐State‐Zip 0.00 0.00 0.00 0.00 0.00 250.00 0.00 0.00 0.00 0.00 0.00 0.00 250.00 250.00 0.00

Alien Vault 0.00 0.00 0.00 0.00 0.00 3500.00 0.00 0.00 0.00 0.00 0.00 0.00 3500.00 3500.00 0.00

Cisco URL/Malware 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

SUSE 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

FTP  195.94 97.97 97.97 97.97 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 1289.85 1200.00 89.85

JIRA 46.55 43.34 40.13 40.13 40.00 40.00 40.00 40.00 40.00 40.00 40.00 40.00 490.15 480.00 10.15

AWS 626.98 606.50 620.30 585.69 1200.00 1200.00 1200.00 1200.00 1200.00 1200.00 1200.00 1200.00 12039.47 14400.00 ‐2360.53

Server Support 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

VPN (Anyconnect) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 250.00 ‐250.00

Slack 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 600.00 0.00 0.00 600.00 600.00 0.00

SmartNet ‐ firewall 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Computing and Equipment (Cap.)

Developer Equipment 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 500.00 500.00 500.00 0.00

System Equipment 0.00 0.00 0.00 1504.15 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1504.15 0.00 1504.15

Local CC Equipment 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Total ILR System Operations

Proposed Amendment ‐ May 10, 2022 Page 2
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BUDGETED INCOME AND EXPENSES

CY 2022

Proposed Amendment
January February March April May June July August September October November December Actual Adopted Difference

Local Maint. Expense 0.00 24.99 0.00 0.00 0.00 0.00 297045.00 0.00 0.00 0.00 0.00 0.00 297069.99 297045.00 24.99

Payment Expenses

Bank Account Analysis Fee 895.82 922.22 927.99 948.57 1000.00 1000.00 1000.00 1000.00 1000.00 1000.00 1000.00 1000.00 11694.60 12000.00 ‐305.40

Bank Service Charges 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 90.00 0.00 0.00 0.00 90.00 90.00 0.00

Gateway Transaction Fees

OnlineTransactionFees ‐ PS 10566.11 3922.86 3467.17 5936.81 5500.00 5500.00 5500.00 5500.00 5500.00 5500.00 5500.00 5500.00 67892.95 66000.00 1892.95

OnlineTransactionFees ‐ Vericheck 2950.03 2554.46 2427.00 2868.07 2700.00 2700.00 2700.00 2700.00 2700.00 2700.00 2700.00 2700.00 32399.56 32400.00 ‐0.44

POSTransactionsFees 7137.60 7431.59 6352.98 9698.10 6500.00 6500.00 6500.00 6500.00 6500.00 6500.00 6500.00 6500.00 82620.27 78000.00 4620.27

Total Gateway Transaction Fees

Total Payment Expenses

Total Budgeted Expenses 129099.18 105491.30 120292.33 106697.21 137737.20 210597.96 448589.94 120451.21 138780.81 122592.81 133892.81 191707.30 1965930.06 1939984.65 25945.41

Net Budgeted Income 76328.57 63406.43 86857.89 119268.39 175040.70 ‐58097.96 ‐296089.94 32048.79 20119.19 29907.19 18607.19 ‐39007.30 228389.14 28660.35 199728.79

1
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ESS/Iowa Land Records 
   8711 Windsor Parkway, Suite 2 

Johnston, Iowa  50131 
 
 
 
May 10, 2022 
 
 
 
 
To: ESS Coordinating Committee 
 ESS Finance Subcommittee 
 
From: Phil Dunshee, ILR Project Manager 
 
Re: Reserve Fund Allocation 
 
 
The Electronic Services System has a checking (cash) account for the purpose of operations, cash flow 
management, and reserve funds for special purpose activities. The operating and reserve accounts are 
as follows. 
 

 BOA – Settlement Account – operations including both revolving and budgeted transactions 
 Software Development and Equipment Maintenance Reserve 
 Redaction Reserve 
 Restricted Operating Reserve 
 Unrestricted Reserve 

 
Anything not allocated to one of the reserve accounts is included in the BOA Settlement account 
(operating account).  As of March 31, 2022, the operating account had a reconciled balance of 
$985,068.51. The Unrestricted Reserve had a balance of $38,399.40, the Software Development and 
Equipment Maintenance Reserve had a balance of $857,474.72, the Restricted Operating Reserve had a 
balance of $100,000.00, and the Redaction Reserve had a balance of $40,000.00. 
 
Project budgeted income has continued to be positive. This is the result of sustained usage of the E-
Submission service along with the utilization of resources in Fund 255 which is managed through the 
Office of the State Treasurer. Budgeted income from the E-Submission service fee and Fund 255 
Reimbursement has exceeded projections in the most recent quarter by $115,546.76. 
 
It is recommended that these funds be allocated as follows. 

 $115,546.76 to the Software Development and Equipment Maintenance Reserve 
 
The allocation of funds to these reserve funds will not hinder operating cashflow, nor will it cause any 
shortfall in the ordinary course of operations. 
 
 
 
Action Requested: Authorize staff to allocate the recommended funds to the specified reserve account, 
effective March 31, 2022. 
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ESS/Iowa Land Records 
   8711 Windsor Parkway, Suite 2 

Johnston, Iowa  50131 
 
 
 
May 10, 2022 
 
 
 
To: ESS Coordinating Committee 
 ESS Finance Subcommittee 
 
From: Phil Dunshee, ILR Project Manager 
 
Re: Reserve Fund Expenditure Request 
 
 
Beginning in July 2021 the Electronic Services System has employed the services of two central Iowa 
software development to help update and modernize the Iowa Land Records system and application. 
These firms, Lean Techniques and We Write Code, have contributed to the following achievements in 
Phase 1. 
 

 Deployment of an updated Submitter Interface and platform for the E-Submission application 
 Development of a new imaging service to improve the quality of images processed through the E-

Submission system 
 Development of an updated API and platform for Payment Services 
 Development of an updated administrative application and interface for the E-Submission and 

Payment systems 
 
The ILR internal development team is now in the process of moving the imaging service, payment API, 
and administrative applications into production. The ESS Coordinating Committee authorized the 
expenditure of up to $450,000.00 in reserve funds for these developments. Actual expenditures for these 
activities totaled $415,958.75. 
 
In the coming weeks the ILR team will be engaged in two primary activities. 

1. Completing the deployment of all of these new developments (Payment API and Administrative 
Functions) into production, and  

2. Implementing interim search constraints (120 documents per user per day, one county, et al) 
3. Planning for Phase 2 which will primarily focus on the following developments. 

 Develop External Submitter REST API 
 Transition Search Functions to New Platform 
 Develop New LRMS Portal REST API 
 Redesign and Develop Search Functions 
 Modify Portal User Registration and Management Processes 
 Explore Modifications to Data Structure and Presentation 
 Explore External Data Integration Options 

 
 
Looking forward, it is anticipated that the Software Development and Equipment Maintenance Reserve 
fund will again be used to procure external software development services for the purpose of making 
these significant updates to the Iowa Land Records applications. As of March 31, 2022, the Software 
Development and Equipment Maintenance Reserve had a balance of $857,474.72 
 
 
Action Requested: Authorize the use of up to $350,000.00 from the Software Development and 
Equipment Maintenance Reserve during the period of July 1, 2022, through November 10, 2022, in 
support of the described activities. It is anticipated that an additional authorization of up to $150,000.00 
will be requested at the November ESS meeting. 
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Contract Terms and Conditions 
 

Amendment Number 2 

 

This second amendment to the Maintenance and Support Agreement (Agreement) made and 
effective as of July 1, 2019 by and between the Electronic Services System (ESS) and [Service 
Provider name], a company organized under the laws of the State of Iowa (Service Provider).  
The parties agree to amend the Agreement (incorporating any prior amendments), as provided in 
Section 3.3 (Amendments) to modify provisions relating to ESS API Web Service Specifications. 
 
 
1.  ESS API Web Service Specifications.  Exhibit B, page 26, is amended by striking the section 
entitled ESS API Web Service Specifications in its entirety and inserting in lieu thereof the 
following: 
 

 
ESS API Web Service Specifications 
The WSDL and API documents are intended to be living documents that will be updated 
periodically by ESS and Iowa Land Records technical staff in order to relay current 
requirements to consumers of ILR Web Services.  Notice of changes to these documents 
will be provided to Service Providers as changes are made, subject to the ESS Update 
Processes described in Appendix A.  The WSDL for the ILR E-Submission service and 
ILR Portal service can be found at the following locations: 
 
ILR E-Submission: 
https://iowalandrecords.org/esubmission/services/ESubmissionClientService?wsdl  
 
Additional requirements for the ILR E-Submission service can be found in the E-
Submission Client API. 
 
County E-Submission Rest API Documentation: 
https://staging.iowalandrecords.org/esubmission/services/county/documentation/index.ht
ml 
 
ILR Portal: 
 https://iowalandrecords.org/xmlservice/services/PortalClientService?wsdl   
 
Additional requirements for the ILR Portal service can be found in the Portal Client API 
documentation. 
 
Notices of Discontinuance and Deprecation. 
Support for the LCM Client for E-Submission will be discontinued effective December 
31, 2022. Service Providers who currently utilize the LCM for E-Submission activities 
shall prepare Service Provider ESS API Developments for E-Submission conforming to 
the requirements of the E-Submission Rest API. 
 
Notice is given that the ILR E-Submission Client API is being deprecated. The target 
date for discontinuing support for the ILR E-Submission Client API (SOAP) is June 30, 
2023. Service Providers who currently utilize the ILR E-Submission Client API should 
begin preparation of Service Provider ESS API Developments for E-Submission 
conforming to the requirements of the E-Submission Rest API. 
 
ESS is prepared to assist Service Providers with testing and implementation. 
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Notice of Intent. 
ESS intends to develop a new “Portal” REST ESS API during the period of June 1, 2022 
through October 31, 2022. Service Providers who currently utilize the LCM for 
communications with the Iowa Land Records Portal should anticipate that the new 
“Portal” REST ESS API may be available after November 1, 2022, and the LCM for the 
“Portal” will be deprecated. The target date for implementing the “Portal” REST ESS 
API is July 1, 2023. The schedule for a mandatory transition to the “Portal” REST ESS 
API will be determined in conjunction with the fiscal year 2024 renewal cycle. 
 

 
2.  Exhibit D.  Exhibit D is updated to specify the list of Service Provider client counties for FY 
2023.  A revised Exhibit D, dated July 1, 2022, is attached and incorporated herein. 

 
 
 
 
 
 
IN WITNESS WHEREOF, in consideration of the mutual covenants set forth above and for other 
good and valuable consideration, the receipt, adequacy and legal sufficiency of which are hereby 
acknowledged, the parties have entered into the above Amendment to the Agreement and have 
caused their duly authorized representatives to execute this Amendment to the Agreement. 
 
The Electronic Services System   Service Provider 
  
  
By:  ________________________________ By:  ______________________________ 
Name:  Nancy Booten Name:  ______________________________ 
Title:    ESS Chair Title:  ______________________________ 
  
Date:     7/1/2022 Date:  ______________________________ 
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ESS/Iowa Land Records 
   8711 Windsor Parkway, Suite 2 

Johnston, Iowa  50131 
 
 
 
May 10, 2022 
 
 
 
To: ESS Coordinating Committee 
 ESS Finance Subcommittee 
 
From: Phil Dunshee, ILR Project Manager 
 
Re: Treasury Management 
 
Background 
In December 2021, action was completed to amend the Electronic Services System 28E agreement. The 
amended agreement provides that the Electronic Services System (ESS) stands alone as a governmental 
organization and is no longer required to execute contracts through the Iowa County Recorders 
Association. Subsequent to the adoption of the amendment, steps have been taken to update contracts 
and agreements to reflect that ESS is the operating entity. One of the more substantive changes is to 
establish a bank account in the name of the Electronic Services System, and then to transfer project 
assets of the county land record information system from the account controlled by the Association into 
the new ESS account. 
 
For many years the project’s finances have been managed through an account at Bank of America. Steps 
were initiated to set up the new ESS account at Bank of America. The request for the new account was 
submitted and preparations were made to transfer the assets. However, during the setup process, Bank 
of America officials balked, and declined to set up the account. This was apparently because they did not 
understand how such a government entity could exist, and they did not understand the operation of Iowa 
Code Chapter 28E. Efforts were made to explain these matters to Bank of America officials, and 
documents filed with the Iowa Secretary of State were presented to bank officials. Nevertheless, an 
impasse was reached, and we were unable to set up the account with Bank of America. 
 
On February 11, 2022, a Request for Information (RFI) was published. ESS sought information from 
qualified financial institutions about their Treasury Management services. The RFI was posted on the 
Iowa Land Records website, and it was presented to the Community Bankers of Iowa for posting and 
distribution to any qualified Iowa financial institution which may provide Treasury Management services. 
From prior research, two Iowa financial institutions were known to provide Treasury management 
services, and a copy of the RFI was sent directly to them. 
 
On February 15, 2022, ESS received a notice from one financial institution indicating that they would not 
be able to respond to the RFI. On February 25, 2022, a response to the RFI was received from Bankers 
Trust. This information was presented to the Finance Subcommittee at their regular meeting on March 8, 
2022. At that time, it was determined that we should continue to use the services of Bank of America 
while other options were researched.  
 
The Finance Subcommittee reviewed the issue again at their regular meeting on April 7, 2022. No other 
options had been identified, and we asked the Finance Subcommittee for authorization to take steps to 
set up an account with Bankers Trust, subject to final approval by the ESS Coordinating Committee in 
May. Those steps have been taken, and having no other feasible near-term options, we are requesting 
authority to proceed with the final steps to set up the Treasury Management account with Bankers Trust. 
 
Action Requested: Authorize staff to complete the setup of a Treasury Management account with 
Bankers Trust in the name of the Electronic Services System, and to begin a process of transferring 
assets and financial operations to the new account as soon as practicable. 
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PDF Pro Forma Statement Page 1 of 1

4/27/2022

USD

Bankers Trust
Account Name Electronic Service Systems Account Number
Model Name Electronic Service Systems Model Analysis 

Ledger 1,416,013.62
-  Float 0.00
= Collected 1,416,013.62

Model Billing Cycle February, 2022
Currency

Average Balances On Deposit

Collected Balance Disclosure

- Reserve requirement 0.00
- Compensating Balance 0.00
= Investable Balance 1,416,013.62

Positive Collected 1,416,013.62
Negative Collected 0.00

Investable Balance Disclosure
Average Positive Collected Balance 1,416,013.62

Balance Position Disclosure
Balance Position Basis 1,416,013.62
-  Total Required Balance 7,129,156.28
= Excess/(Deficit) Balance -5,713,142.66

Analysis Results

Required Balance Disclosure
Balance Required For Services 7,129,156.28
= Total Required Balance 7,129,156.28

Thank you for considering Bankers Trust for your banking needs!                                                         

= Net Analyzed Result -788.88

Net analyzed charge of $788.88 will be debited from the account.
$1.00 of fees is equal to $7,242.06 of Investable Balance.
Investable Balance receives a proposed earnings credit of 0.180000%.

Proposed

Earnings Credit Amount 195.53
-  Analyzed fees 984.41

The fees detailed here are based on estimated volumes and expected services. Actual fees will vary dependent upon       
current earnings credit rate and actual volumes and services utilized through the account. If applicable, sales tax     
will be added to the Net Analyzed Result.                                                                               

Services Performed

Services Performed Proposed Proposed Proposed
Volume Price Total Fee

ACCOUNT SERVICES
   ACCOUNT MAINTENANCE 1 20.0000 20.00

      ACH DEBITS RECEIVED 255 .1600 40.80
      Subtotal - OTHER ACCOUNT SERVICES 73.44

   Subtotal - ACCOUNT SERVICES 20.00
   OTHER ACCOUNT SERVICES
      ACH CREDITS RECEIVED 204 .1600 32.64

BALANCE SERVICES
   BALANCE ADMINISTRATION PER $100 14,160 .0098 138.77
   Subtotal - BALANCE SERVICES 138.77
DEPOSIT SERVICES
   REMOTE DEPOSIT BASE 0 50.0000 0.00
   Subtotal - DEPOSIT SERVICES 0.00

DISBURSEMENT SERVICES
   GENERAL DISBURSEMENT
      CHECK BLOCK 1 10.0000 10.00

   DEPOSITED ITEMS
      REMOTE DEPOSIT NOT ON US DEP ITEMS 0 .1000 0.00
      Subtotal - DEPOSITED ITEMS 0.00

      BIB BALANCE REPORTING 1 50.0000 50.00
      Subtotal - BUSINESS INTERNET BANKING REPORTING 50.00

      Subtotal - GENERAL DISBURSEMENT 10.00
INTERNET AND ELECTRONIC BANKING
   BUSINESS INTERNET BANKING REPORTING

      Subtotal - BILL PAYMENT 9.75
ACH SERVICES
   ACH ORIGINATION SERVICES

   BILL PAYMENT
      BIB BILL PAYMENT 15 .6500 9.75
      BIB BILL PAY STOP PAYMENT 0 35.0000 0.00

      ACH FTP TRANSMISSION 40 5.0000 200.00
      ACH BIB FILE UPLOAD BATCHES 0 6.0000 0.00

      ACH ORIGINATION ID BASE 1 30.0000 30.00
      ACH ITEMS ORIGINATED 3,365 .1300 437.45

      Subtotal - ACH ORIGINATION SERVICES 667.45
   ACH POSITIVE PAY SERVICES
      ACH POSITIVE PAY BASE 1 15.0000 15.00

Grand Total this Cycle 984.41

      Subtotal - ACH POSITIVE PAY SERVICES 15.00

Total Analyzed 984.41

4/29/2022
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FIRST SUPPLEMENT TO THE 
AMENDED AND SUBSTITUTED COUNTY ELECTRONIC 

SERVICES SYSTEM 28E AGREEMENT 

WHEREAS, the Iowa County Recorders Association and the following Counties to wit: 
Adair, Adams, Allamakee, Appanoose, Audubon, Benton, Black Hawk, Boone, Bremer, 
Buchanan, Buena Vista, Butler, Calhoun, Carroll, Cass, Cedar, Cerro Gordo, Cherokee, 
Chickasaw, Clarke, Clay, Clayton, Clinton, Crawford, Dallas, Davis, Decatur, Delaware, Des 
Moines, Dickinson, Dubuque, Emmet, Fayette, Floyd, Franklin, Fremont, Greene, Grundy, 
Guthrie, Hancock, Hardin, Harrison, Henry, Howard, Humboldt, Ida, Iowa, Jackson, Jasper, 
Jefferson, Johnson, Jones, Keokuk, Kossuth, Lee, Linn, Louisa, Lucas, Lyon, Madison, Mahaska, 
Marion, Marshall, Mills, Mitchell, Monona, Monroe, Montgomery, Muscatine, O'Brien, Osceola, 
Page, Palo Alto, Plymouth, Pocahontas, Polk, Pottawattamie, Poweshiek, Ringgold, Sac, Scott, 
Shelby, Sioux, Story, Tama, Taylor, Union, Van Buren, Wapello, Warren, Washington, Wayne, 
Webster, Winnebago, Winneshiek, Woodbury, Worth, Wright entered into that certain Amended 
and Substituted County Electronic Services System 28E Agreement, filed with the Iowa Secretary 
of State on December 16, 2021, a copy of which is attached hereto as Exhibit “A”  (hereinafter, 
the “Agreement”); and 

WHEREAS, the County of Hamilton, Iowa (hereinafter, “Hamilton County”), through its 
board of supervisors, approved a motion to add Hamilton County as a party to the Agreement and 
to gain membership in the Electronic Services System (hereinafter, “ESS”) and adopted the 
Agreement; 

WHEREAS, the governing board of ESS known as the ESS Coordinating Committee (the 
“Committee”) approved a motion to add Hamilton County as a party to the Agreement and to admit 
Hamilton County to membership in ESS by Hamilton County’s adoption of the Agreement; 

WHEREAS, pursuant to Section 12 of the Agreement, the parties hereto desire to enter 
into this First Supplement to the Amended and Substituted County Electronic Services 28E 
Agreement (hereinafter, the “First Supplement”) to effect such admittance into and membership 
of Hamilton County in ESS. 

NOW, THEREFORE, the parties hereto agree as follows: 

1. Hamilton County does approve, and agrees to become a party to, the Amended and
Substituted County Electronic Services System 28E Agreement filed with the Iowa Secretary of 
State on December 16, 2021 and the terms and provisions thereof. The Amended and Substituted 
County Electronic Services System 28E Agreement filed with the Iowa Secretary of State on 
December 16, 2021 contains the signatures of all of the members to said 28E. Hamilton County 
shall become a member of ESS upon the filing and recording of this First Supplement as required 
by Iowa Code section 28E.8 and paragraph 12 of the Agreement.   
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2. Hamilton County, as a member of ESS, shall be entitled to all rights afforded to,
and shall be subject to all obligations of, the members of ESS.  

[SIGNATURE PAGES FOLLOW.] 

FIRST SUPPLEMENT TO THE 
AMENDED AND SUBSTITUTED COUNTY ELECTRONIC 

SERVICES SYSTEM 28E AGREEMENT 

_____________________________________  
Nancy Booten 
Chair, Electronic Services System 

Date ________________________________ 

STATE OF IOWA  ) 
) ss 

COUNTY OF POLK ) 

I, Nancy Booten, being first duly sworn on oath depose and state that I am the Chair of the ESS 
Coordinating Committee, and that the foregoing instrument was properly executed by the Chair of 
the ESS Coordinating Committee and that the statements contained therein are true. 

_____________________________________  
Nancy Booten, Chair, ESS Coordinating Committee 

Subscribed and sworn to before me this ________ day of _____________, 2022. 

__________________________________ 
Notary Public in the State of Iowa 
Name of Notary ____________________ 

(SEAL)
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GROUNDWATER 
HAZARD

HF 2343

• GWH statement need not be submitted or 
recorded when there are no hazardous 
conditions to report

• Concept vetted with all major stakeholder 
groups - ILTA, ISBA and IBA all helpful and 
supportive of this bill.

• Passed and Signed By Governor Reynolds
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SMART 
CONTRACTS
(BLOCKCHAIN)

HF 2443

• Includes clarifying language to the 
Iowa Code related to Smart 
Contracts that had been approved 
in the 2021 session

• Ensures that real estate 
transactions using distributed 
ledger technology will not bypass 
official recording of documents

• House File 2443 had been 
proposed by ISBA to clarify various 
other issues

• Approved by the House and 
Senate – en route to Governor 
Reynolds
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ESS 
COORDINATING 
COMMITTEE

Portal – May 10, 2022
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CURRENT ROADMAP

E‐Submission 

Image 

Mangagement

Improve the quality of 

processing submitted greyscale 

documents Updated image library processing

Improve the quality of 

processing submitted documents 

with some color (e.g. signatures)

Method for assessing 

presence/proportion of color and 

updated image library processing

Implement a method for 

processing documents with 

substantial color (e.g. 

surveys/plats, and surveys 

including color photos)

Explore policy and practical 

implications for archiving 

documents in color

Implement a method for limiting 

processing of images with too 

much color

Method for assessing 

presence/proportion of color and 

communicating errors to 

submitters

Implement a method for better 

communicating image errors to 

submitters

Method for assessing 

presence/proportion of color and 

redirecting noncompliant images 

back to submitters
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CURRENT ROADMAP
Modernize 

Payment API to 

Supported 

Platform

Convert API to an updated REST 

platform Develop the REST API

Test API for functionality and 

accuracy

Create New 

Payment and E‐

Submission 

Management 

Interface for ESS 

Admins

Port Legacy E‐Submission 

Interface to New Platform

Port LegacyPayment Interface to 

New Platform

Create New E‐Submission 

Management Tools Settlement Report

Dashboard

Admin Interface for updating 

Submitter organization names 

(ESSI‐157)

Deleting Abandoned Groups (ESUB‐

60)

Rejections Report (after ESRI2‐227)
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WHAT’S NEXT?

Portal Planning

Focus Groups

Design and Business Requirements

Portal REST API

Implement Further 

Enhancements To 

Submitter 

Interface

Generalize the "Exemption" 

Selection in ESUB 2.0 (ESSI‐150)

Implement Lock Function

Five Favorite Doc Types (ESSI‐191)

Design a "recall" function (ESSI‐

160)

Enable Non‐Payment Submission 

for Counties and Qualified 28E 

organizations (ESUB‐356)

Delete Report for Submitter 

Admins (ESSI‐51)
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WHAT’S NEXT?

Implement Further 

Enhancements to 

Payment Functions

Align Payment Limits with 

Expected Transaction Growth

Modify E‐Submission Forms as 

needed

Modify Vericheck & USAePay limits 

as needed

Payment Workflow 

Improvements

credit card expiration reminder 

(PYMT‐5)

add company names to payment 

reports (PYMT‐64)

Modify processing of BCUSA 

account numbers (PYMT 60)

Enable Discover Card (ESSI‐154)

Complete PCI SAQ ‐ ILRADMN‐721
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AND THEN …
Address Backlog of 

Portal Support 

Requests

Implement Further 

Enhancements to 

Recorder Interface Implement Lock Function (ESRI‐52)

Update Rejection Interface (ESRI2‐

227) Align with PRIA mapping

Streamline History Table (ESRI‐239)

Distribution Report (ESRI2‐223)
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WHEN THEY ARE READY …

Assist Service 

Providers with 

Transition to ESUB 

REST API

Assist Solutions ‐ priority to 

transition away from LCM 

(ESUB2ES‐82)

Authenticate County IP Addresses 

(INFRA‐252)
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WHEN WE ARE READY …
Connect External 

Submitters to 

Updated Payment 

API

Connect External 

Submitters to 

Updated Image 

Processing

Create New 

External Submitter 

API

Develop REST API

Align With MISMO Standards Implement MISMO Transforms

Improve External Submitter 

Customer Communications

Modified Required Submission 

Information (End‐User Submitter 

Identification

Require Rejection Responses within 

the same group
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phil@clris.com

From: phil@clris.com
Sent: Tuesday, May 3, 2022 11:33 AM
To: Doug Struyk; Timothy L. Gartin; Erickson, David; esittig@icialaw.com; Matthew J. White; Steve Brick
Cc: Bob Rafferty
Subject: Iowa Land Records Thanks and Update

Good morning! 

It looks like the 2022 legislative session might be getting close to the finale. Before the conclusion and that period when 
everyone escapes to the much‐needed break, I wanted to provide a few updates. 

First, thanks to everyone for your support and assistance with the Groundwater Hazard Statement legislation. With the 
Governor’s approval of the bill, we have started taking steps toward the July 1 effective date. We’ve recently 
communicated with staff at the Department of Natural Resources about implementation plans. It sounds like the 
Department will be working on some corresponding rule changes and possibly a few adjustments to the form itself. No 
details yet, but the changes would seem to be conforming in nature and not any new policy. We’ll be developing some 
training materials for real estate practitioners. A webinar is also in the works for some time in June. Your participation in 
these activities is desired, including helping disseminate information to your membership about them. 

Next, I also wish to express appreciation to everyone for your engagement in the discussion about smart contracts and 
ensuring that real estate transactions are in the public record even when they are executed using distributed ledger 
technology. There is more work to do in this area, but the provisions of HF 2443 establish some guard rails that we hope 
are helpful to everyone. We were happy to see it advance in the Senate yesterday. Special thanks to the YOU – the Bar 
Association real estate section ‐ for helping craft the final language. Of course, we will be encouraging the Governor to 
sign this bill. 

Looking ahead, Iowa Land Records will be starting an important project in the coming weeks to modernize the land 
records search engine and website. This is something we discussed last year as a reason for providing some added 
budget flexibility. That legislation opened the door for doing this project. We want to do everything we can to make 
changes that will help your members do their jobs. In June we will be planning a series of focus groups and user surveys. 
We’ll be asking registered users in each of the primary real estate occupations to share their ideas on how we can 
improve the service and deliver more value.  

But the modernization effort is not limited to just to the website, the user interface, the workflow, and the search 
results. There are some important policy questions to consider as well. For example, Iowa Land Records has an open, 
self‐registration system. We think this is in keeping with the idea that access to records should be open and “free”. 
However, we are experiencing increasing cases of system abuse in which organizations are attempting to circumvent our 
Terms of Use, falsifying their registration identities, and downloading larger volumes of records for their own 
commercial use and for resale. We believe some constraints are needed, and we want your input. With this in mind, we 
will be planning to host one or more meetings or web conferences with our key stakeholder organizations to discuss the 
issues and options. This will likely occur in June and/or July. We hope you will consider participating in this discussion 
and help identify other staff or member representatives to join the conversation. 

I’ll be in touch again soon with additional information. In the meantime, wishing you the best as the legislative session 
draws to a close. 

Phil  

EXAMPLE
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IOWA LAND RECORDS “PORTAL”
• Reflects Original Purposes

 Post Records Online
 Serve as a “portal” for land records 

information, county recorders 
generally, and other services 
provided by recorders
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IOWA LAND RECORDS “PORTAL”
• The Future Design of this part of the Iowa Land 

Records website will be significantly affected by 
decisions already made.
 Information about recorders, including an online  

county recorder directory , training resources, and 
information about the Electronic Services System 
are now published on an updated set of “landing 
pages”

 Branding will conform with the new logo, etc.
 All of the ILR administrative links and functions will 

move to the new ADMIN2 application
 The result will be the creation of the new “Land 

Record Search” application including the search 
engine, search tools and user management, and 

 The “portal” as we know it today – will be no more 
…
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KEY SEARCH 
FUNCTIONS 
AND ISSUES

Data Structure & Transfer

Search Engine

Data Display

Redaction

Security

Purpose, User Management

External Integrations

Accuracy, Completeness, 

Timeliness & Consistency
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SECURITY
• The “Search” application is built on technology which is no 

longer supported. (JBOSS, STRUTS)

• The #1 issue identified in our security reviews is the continued 

use of unsupported platforms which are no longer updated

• It must be replaced
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PURPOSE, 
USER 
MANAGEMENT

• The #2 security issue is the open registration process

• Capacity to centrally manage all users is limited

• The ESS development team monitors usage

• ILR continually encounters users who attempt to circumvent the rules

• There are thousands of registered users, and

• Self-registration results in the opportunity for abuse

• reCAPTCHA used to prevent automated logins

• It is now common for ILR to block IP addresses and to blacklist users
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PURPOSE,
USER 
MANAGEMENT

• The Terms of Use were recently updated, and legislation has been proposed

• Data transfer was planned to be through an API which would not affect 

“searching”

• ILR is legislatively prohibited from “batch” transfer

• As it has evolved the Search Engine has leaned toward supporting 

professional “lookup” and not data transfer

• As we design the next generation search engine and database, it is 

appropriate for ILR and stakeholders to explore its purpose and mission …
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DATA 
STRUCTURE 
& TRANSFER

• Data Transferred to the Portal is not normalized. Data in the Iowa Land 

Records system is “as is” and variable from county to county

• Search strategies and results are therefore not consistent among counties and 

a source of user frustration - The #1 search tip is “understand each county”

• Many counties remain on the LCM - a new REST API must be developed

• Practices for uploading to ILR are not uniform and often not automated

• As we design the next generation, it is appropriate to review the data structure 

and the methods for transferring data from the counties to ILR …
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SEARCH 
ENGINE

• The search engine is a character string search only, with wild cards

• The interface encourages complex searches; examples include: Multi-county, 

No date range limits, Multiple Criteria, Confusing Filters (e.g. “Show One Result 

Per Land Record”)

• “Simple” searches might produce better results
 Name, Property, Reference Number, Date Range, Document Type

 As we design the next generation search engine and database, it is 

appropriate to revisit the options for structuring the search tools …
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DATA 
DISPLAY

• Page is Structured as a Table

• Not a “Responsive” Design

• Some functions broken (Export)

• Document details (accessed via file folder tab); the workflow could be made 

more efficient

• Images displayed as PDF (downloadable); there are alternatives (PRIZM)

• Some features are good and could be retained in some form; e.g., the display 

may vary by search type (name, property location)
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REDACTION
• Reporting of PII Integrated With Search Results

• Some Modification of Workflow May Be Considered

• A Reporting Function Could be Added

• Redaction Reviews May Be Adjusted

• Future Internal Functions Could be Explored

• The duty to redact will continue …
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EXTERNAL 
INTEGRATION

• Beacon Integration may be reviewed

• Alternative Workflows may be considered

• Implementation of Reciprocal Data Access & Display is desired

• API “lookup” Options may be explored

• Review Key Data Relationships

• Use of Parcel Identification Numbers may be revisited

• Explore Access to Auditor/Assessor/GIS Data

• Opportunities with State Agencies (DNR, DOR)
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ACCURACY, 
COMPLETENESS, 
TIMELINESS & 
CONSISTENCY

• “Complete” Report Shows Missing or Incomplete Data/Images

• Mapping of Data to ILR structure is erroneous or incomplete, e.g., one 

county has mapped all state tax liens and covenants to “other ”

• Some counties do not transfer data timely, and the definition of 

“complete” varies

• Other Data Issues Exist …

• Capacity to follow up in each county has not been present

• Capacity to provide support is stretched
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YOUR THOUGHTS?

 What would you like to keep?
 What would you like to change?
 Opinions on suggested Legacy Changes?

• One County At A Time
• Enforce 120 Document Views Programmatically
• Restricting Searches VIA Virtual Private Networks
• Changing Image View to Prizm Viewer (not PDF)

 Opinions on changing user registration and 
management?

 Opinions on any other topic relating to the search 
engine?
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ESS/Iowa Land Records 
   8711 Windsor Parkway, Suite 2 

Johnston, Iowa  50131 
 
May 10, 2022 
 
To: ESS Coordinating Committee 
 ESS Finance Subcommittee 
 
From: Phil Dunshee, ILR Project Manager 
 
Re: Portal Search Constraints 
 
Background 
Iowa Land Records has an open, self-registration system. We think this is in keeping with the idea that 
access to records should be open and “free”. However, we are experiencing increasing cases of system 
abuse in which individuals and organizations are attempting to circumvent our Terms of Use, falsifying 
registration identities, and downloading larger volumes of records for their own commercial use and for 
resale. 
 
ESS has responded by clarifying its Terms of Use. Specifically, Chapter 7 of the ESS Policies and 
Procedures was amended by the ESS Coordinating Committee on August 10, 2021, to communicate the 
following policies. 
 

 Users are prohibited from setting up accounts which are fictious, false or inaccurate to circumvent 
Terms of Use – they are required to maintain accurate user account information … including … 
“first and last name, company name if applicable, occupation, mailing address, e-mail address 
and telephone number” 

 The maximum number of document details and/or document images which may be viewed or 
downloaded by an individual user shall not exceed 120 documents per day – which will be 
programmatically enforced 

 User accounts and their associated IP addresses which are deemed to be created to circumvent 
the daily document details and/or document image limitations may be temporarily or permanently 
blocked and/or blacklisted 

 User accounts and their associated IP addresses which are deemed to be created to circumvent 
the foreign access prohibition may be temporarily or permanently blocked and/or blacklisted 

 User accounts and their associated IP addresses which are deemed to be created to circumvent 
the policies prohibiting illegal or unauthorized uses may be temporarily or permanently blocked 
and/or blacklisted 

 
ESS has also stepped-up actions to enforce these policies by blocking IP addresses and blacklisting 
users who are clearly and purposefully seeking to circumvent these policies. Further measures are 
needed, including a possible restructuring of the user registration. Recently, the key stakeholders of Iowa 
Land Recorders were invited to participate in a review of the issues and options following the conclusion 
of the 2022 legislative session. 
 
The reference to “programmatic” enforcement of the 120-day limit was adopted in August, 2021, but it has 
not yet been implemented. This could be accomplished in the next few months as we plan for the 
redesign of the new search system. Some considerations might include the following: 

1. When implemented, the creation of fictitious accounts can be expected to increase 
2. Support calls relating to the search constraints will likely increase 
3. Some legitimate Iowa users who exceed the limit at various times could be affected 

 
 
Action Requested: Committee discussion and guidance on these issues is desired. 
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PORTAL PLANNING
WHAT’S NEXT?

 Stakeholder and Customer Focus Groups
 Stakeholder and Customer Surveys
 Initial Development – Legacy Changes for Security and 

Usage Management
• Search Constraints – One County At A Time 

(Discontinue Multi-County Searches)
• Search Constraints – Enforce 120 Document 

Views/Downloads Per User Per Day Limit
• Search Constraints – Explore Options for 

Restricting Searches VIA Virtual Private Networks 
(VPN)

• Image Access Constraints – Explore Option of 
Changing Image View to Prizm Viewer (not PDF)

 Develop the REST API “File Transfer Module”
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PORTAL PLANNING
WHAT’S NEXT?

 “Porting” the “Portal”
 Consider Registration Changes

Discontinue Self-Registration
Return to “Organization” Registration and User 
Management
Consider a Tiered Permissions System

 Consider Low Hanging Fruit Options
• Tweak the Search Interface
• Tweak the Search Results Displays
• Tweak the Search Algorithm

 Develop Longer-Term Plan for Improving Data Quality, 
Completeness

 Develop Longer-Term Plan for Integrations
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OUR TEAM

THANKS YOU! K AT I  R O S S
D i r e c t o r  o f  M a r k e t i n g  
a n d  C o m m u n i c a t i o n s

L E A H  C H A M P I O N
M a r k e t i n g  a n d  

C o m m u n i c a t i o n s  
C o o r d i n a t o r

K E L LY  WA L L AC E
T e c h n i c a l  L e a d

M A N S I  AG A R WA L
S e n i o r  D e v e l o p e r

M E R NA  A D D I S O N
A p p l i c a t i o n  D e v e l o p e r  
a n d  T e c h n i c a l  S u p p o r t  

C o o r d i n a t o r

P R E S E N T A T I O N  T I T L E 1 7
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Blockchain Tutorial: Learn Blockchain 
Technology (Examples) 

ByBarbara ThompsonUpdatedMarch 30, 2022 

What is Blockchain? 
Blockchain can be defined as a chain of blocks that contains information. The 
technique is intended to timestamp digital documents so that it’s not possible to 
backdate them or temper them. The purpose of blockchain is to solve the double 
records problem without the need for a central server. 
The blockchain is used for the secure transfer of items like money, property, contracts, 
etc, without requiring a third-party intermediary like a bank or government. Once data is 
recorded inside a blockchain, it is very difficult to change it. 

The blockchain is a software protocol (like SMTP is for email). However, Blockchains 
could not be run without the Internet. It is also called meta-technology as it affects other 
technologies. It is comprised of several pieces: a database, software application, some 
connected computers, etc. 

Sometimes the term is used for Bitcoin Blockchain or The Ethereum Blockchain, and 
sometimes, it’s other virtual currencies or digital tokens. However, most of them are 
talking about distributed ledgers. 

In this Blockchain tutorial for beginners, you will learn Blockchain basics like: 

 What is Blockchain? 
 What Blockchain is NOT! 
 Blockchain Architecture 
 How Does Blockchain Technology Work? 
 Why do we need Blockchain? 
 Blockchain versions 
 Blockchain Variants 
 Blockchain Use Cases 
 Important Real-Life Use Cases of Blockchain 
 Bitcoin cryptocurrency: Most Popular Application of Blockchain 
 Blockchain vs. Shared Database 
 Myths about Blockchain 
 Applications of Blockchain Technology 
 Limitations of Blockchain technology 
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31.9M 
289 
How to write a TEST CASE Software Testing Tutorial 

What Blockchain is NOT! 

 

 Blockchain is not Bitcoin, but it is the technology behind Bitcoin 
 Bitcoin is the digital token, and the blockchain is the ledger to keep track of who 

owns the digital tokens 
 You can’t have Bitcoin without blockchain, but you can have a blockchain without 

Bitcoin. 

Blockchain Architecture 
Now in this Blockchain Technology tutorial, let’s study the Blockchain architecture by 
understanding its various components: 

What is a Block? 

 

A Blockchain is a chain of blocks that contain information. The data which is stored 
inside a block depends on the type of blockchain. 

For Example, A Bitcoin Block contains information about the Sender, Receiver, number 
of bitcoins to be transferred. 
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Bitcoin Block 

The first block in the chain is called the Genesis block. Each new block in the chain is 
linked to the previous block. 

Understanding SHA256 – Hash 
A block also has a hash. A can be understood as a fingerprint which is unique to each 
block. It identifies a block and all of its contents, and it’s always unique, just like a 
fingerprint. So once a block is created, any change inside the block will cause the Hash 
to change. 
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What is SHA256 Hash 

Therefore, the Hash is very useful when you want to detect changes to intersections. If 
the fingerprint of a block changes, it does not remain the same block. 

Each Block has 

1. Data 
2. Hash 
3. Hash of the previous block 

Consider the following example, where we have a chain of 3 blocks. The 1st block has 
no predecessor. Hence, it does not contain has the previous block. Block 2 contains a 
hash of block 1. While block 3 contains Hash of block 2. 
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Hence, all blocks are contained hashes of previous blocks. This is the technique that 
makes a blockchain so secure. Let’s see how it works – 

Assume an attacker can change the data present in Block 2. Correspondingly, the Hash 
of the Block also changes. But Block 3 still contains the old Hash of Block 2. This makes 
Block 3, and all succeeding blocks invalid as they do not have the correct Hash of the 
previous block. 

 

Therefore, changing a single block can quickly make all following blocks invalid. 

Proof of Work 
Hashes are an excellent mechanism to prevent tempering, but computers these days 
are high-speed and can calculate hundreds of thousands of hashes per second. In a 
matter of a few minutes, an attacker can tamper with a block and then recalculate all the 
hashes of other blocks to make the blockchain valid again. 

To avoid the issue, blockchains use the concept of Proof-of-Work. It is a mechanism 
that slows down the creation of the new blocks. 

A proof-of-work is a computational problem that takes a certain to effort to solve. But the 
time required to verify the results of the computational problem is very less compared to 
the effort it takes to solve the computational problem itself. 

In the case of Bitcoin, it takes almost 10 minutes to calculate the required proof-of-work 
to add a new block to the chain. Considering our example, if a hacker would to change 
data in Block 2, he would need to perform proof of work (which would take 10 minutes) 
and only then make changes in Block 3 and all the succeeding blocks. 
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This kind of mechanism makes it quite tough to tamper with the blocks, so even if you 
tamper with even a single block, you will need to recalculate the proof-of-work for all the 
following blocks. Thus, hashing and proof-of-work mechanisms make a blockchain 
secure. 

Distributed P2P Network 
However, there is one more method which is used by blockchains to secure 
themselves, and that’s by being distributed. Instead of using a central entity to manage 
the chain, Blockchains use a distributed peer-peer network, and everyone is allowed to 
join. When someone enters this network, he will get the full copy of the blockchain. 
Each computer is called a node. 

 

Let’s see what happens when any user creates a new block. This new block is sent to 
all the users on the network. Each node needs to verify the block to make sure that it 
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hasn’t been altered. After complete checking, each node adds this block to their 
blockchain. 

 

All these nodes in this network create a consensus. They agree about what blocks are 
valid and which are not. Nodes in the network will reject blocks that are tampered with. 

So, to successfully tamper with a blockchain 

1. You will need to tamper with all blocks on the chain 
2. Redo the proof-of-work for each block 
3. Take control of greater than 50% of the peer-to-peer network. 

After doing all these, your tampered block becomes accepted by everyone else. This is 
next to an impossible task. Hence, Blockchains are so secure. Next, in this beginner’s 
Blockchain development tutorial, we will learn how a Blockchain transaction works? 

How Does Blockchain Technology Work? 

 
Blockchain Transaction Process 

Step 1) Some person requests a transaction. The transaction could be involved 
cryptocurrency, contracts, records, or other information. 

Step 2) The requested transaction is broadcasted to a P2P network with the help of 
nodes. 
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Step 3) The network of nodes validates the transaction and the user’s status with the 
help of known algorithms. 

Step 4) Once the transaction is complete, the new block is then added to the existing 
blockchain. In such a way that is permanent and unalterable. 

Why do we need Blockchain? 
Here are some reasons why Blockchain technology has become so popular. 

Resilience: Blockchains is often replicated architecture. The chain is still operated by 
most nodes in the event of a massive attack against the system. 

Time reduction: In the financial industry, blockchain can play a vital role by allowing 
the quicker settlement of trades as it does not need a lengthy process of verification, 
settlement, and clearance because a single version of agreed-upon data of the shared 
ledger is available between all stack holders. 

Reliability: Blockchain certifies and verifies the identities of the interested parties. This 
removes double records, reduces rates, and accelerates transactions. 

Unchangeable transactions: By registering transactions in chronological order, 
Blockchain certifies the unalterability of all operations, which means when any new 
block has been added to the chain of ledgers, it cannot be removed or modified. 

Fraud prevention: The concepts of shared information and consensus prevent 
possible losses due to fraud or embezzlement. In logistics-based industries, blockchain 
as a monitoring mechanism act to reduce costs. 

Security: Attacking a traditional database is the bringing down of a specific target. With 
the help of Distributed Ledger Technology, each party holds a copy of the original chain, 
so the system remains operative, even a large number of other nodes fall. 

Transparency: Changes to public blockchains are publicly viewable to everyone. This 
offers greater transparency, and all transactions are immutable. 

Collaboration – Allows parties to transact directly with each other without the need for 
mediating third parties. 

Decentralized: There are standards rules on how every node exchanges the 
blockchain information. This method ensures that all transactions are validated and all 
valid transactions are added one by one. 
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Blockchain versions 
Now in this Blockchain development tutorial, let’s learn about Blockchain versions. 

 
Blockchain Versions 

Blockchain 1.0: Currency 
The implementation of DLT (distributed ledger technology) led to its first and obvious 
application: cryptocurrencies. This allows financial transactions based on blockchain 
technology. It is used in currency and payments. Bitcoin is the most prominent example 
in this segment. 

Blockchain 2.0: Smart Contracts 
The new key concepts are Smart Contracts, small computer programs that “live” in the 
blockchain. They are free computer programs that execute automatically and check 
conditions defined earlier like facilitation, verification, or enforcement. It is used as a 
replacement for traditional contracts. 

Blockchain 3.0: DApps: 
DApps is an abbreviation of decentralized application. It has its backend code running 
on a decentralized peer-to-peer network. A DApp can have frontend Blockchain 
example code and user interfaces written in any language that can make a call to its 
backend, like a traditional App. 

Blockchain Variants 
Public: 
In this type of blockchain, ledgers are visible to everyone on the internet. It allows 
anyone to verify and add a block of transactions to the blockchain. Public networks have 
incentives for people to join and are free for use. Anyone can use a public blockchain 
network. 
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Private: The private blockchain is within a single organization. It allows only specific 

people of the organization to verify and add transaction blocks. However, everyone on 

the internet is generally allowed to view it. 

 

Consortium: 
In this Blockchain variant, only a group of organizations can verify and add transactions. 
Here, the ledger can be open or restricted to select groups. Consortium blockchain is 
used cross-organizations. It is only controlled by pre-authorized nodes. 

Blockchain Use Cases 
Blockchain Technology is used widely in the different sectors as given in the following 
table. 

Sector Usage 
Markets  Billing, monitoring and Data Transfer 

 Quota management in the Supply Chain Network 

Government Sector  Transnational personalized governance services 
 Voting, propositions P2P bond, 
 Digitization of documents/ contracts and proof of ownership for transfer
 Registry & Identify 
 Tele-attorney service 
 IP registration and exchange 
 Tax receipts Notary service and document registry 

IOT  Agricultural & drone sensor networks 
 Smart home networks 
 Integrated smartcity. 
 Smart home sensors 
 Self-driving car 
 Personalized robots, robotic component 
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Sector Usage 
 Personalized drones 
 Digital Assistants 

Health  Data management 
 Universal EMR Health databanks 
 QS Data Commons 
 Big health data stream analytes 
 Digital health wallet Smart property 
 Health Token 
 Personal development contracts 

Science & Art  Supercomputing 
 Crowd analysis 
 P2P resources 
 Digital mind fit services 

Finance & Accounting  Digital Currency Payment 
 Payments & Remittance 
 Decartelized Capital markets using a network of the computer on the B
 Inter-divisional accounting 
 Clearing & Trading & Derivatives 
 Bookkeeping 

Important Real-Life Use Cases of Blockchain 
1.Dubai: The Smart City 

In the year 2016, smart Dubai office introduced Blockchain strategy. Using this 
technology, entrepreneurs and developers will be able to connect with investor and 
leading companies. The objective is to implement blockchain based system which 
favors the development of various kinds of industries to make Dubai ‘the happiest city in 
the world.’ 

2. Incent Customer retention 

Incent is CRaaS (Consumer retention as a service) based on Blockchain technology. It 
is a loyalty program which is based on generating tokens for businesses affiliated with 
its related network. In this system, blockchain is exchanged instantaneously, and it can 
be stored in digital portfolios of user’s phones or accessing through the browser. 

3. Blockchain for Humanitarian Aid 

In January 2017, the united nations world food program started a project called 
humanitarian aid. The project was developed in rural areas of the Sindh region of 
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Pakistan. By using the Blockchain technology, beneficiaries received money, food and 
all type of transactions are registered on a blockchain to ensure security and 
transparency of this process. 

Bitcoin cryptocurrency: Most Popular Application 

of Blockchain 

 

What is Cryptocurrency? 
A cryptocurrency is one medium of exchange like traditional currencies such as USD, 
but it is designed to exchange the digital information through a process made possible 
by certain principles of cryptography. A cryptocurrency is a digital currency and is 
classified as a subset of alternative currencies and virtual currencies. 

Cryptocurrency is a bearer instrument based on digital cryptography. In this kind of 
cryptocurrency, the holder has of the currency has ownership. No other record kept as 
to the identity of the owner. In the year 1998, Wei Dai published “B-Money,” an 
anonymous, distributed electronic cash system. 

What is Bitcoin? 
Bitcoin was launched in 2009 by an unknown person called Satoshi Nakamoto. Bitcoin 
is a Peer-to-Peer technology that is not governed by any central authority or banks. 
Currently, issuing Bitcoins and managing transactions are carried out collectively in the 
network. It is presently the dominant cryptocurrency in the world. It is open source and 
designed for the general public means nobody owns the control of the Bitcoin. In fact, 
there are only 21 million Bitcoins issued. Currently, Bitcoin has a market cap of $12 
billion. 

Anyone can use bitcoin without paying any process fees. If you are handling Bitcoin, the 
sender and receiver transact directly without using a third party. 
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Blockchain and Bitcoin: 
The blockchain is the technology behind Bitcoin. Bitcoin is the digital token, and 
blockchain is the ledger that keeps track of who owns the digital tokens. You can’t have 
Bitcoin without blockchain, but you can have blockchain without Bitcoin. 

Other prominent cryptocurrencies 

 Ethereum 
 Bitcoin Cash 
 Ripple 
 Litecoin 

Blockchain vs. Shared Database 

 
Blockchain vs Shared Database 

Parameters Blockchain Shared Database 
Operations Insert Create/ Read/ Update and Delete 
Replication Full replication on every peer Master-slave 

Multi-master 
Consensus Most of the peers agree on the outcome of 

transactions. 
Distributed transactions which held i
commit and Paxos. 

Validation Global rules are enforced on the whole 
blockchain system. 

Offers only local integrity constraints

Disintermediation It is allowed with blockchain. Not allowed. 
Confidentiality Fully confidential Not totally confidential 
Robustness Fully robust technology. Not entirely robust. 
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Myths about Blockchain 
Myth Reality 
It solves every problem No, it is just a database 
Trustless Technology It can shift trust and also spread trust 
Secure It focuses on integrity and not confidentiality 
Smart contracts are always legal It only executes parts of some legal contracts 
Immutable It only offers probabilistic immutability 
Need to waste electricity Emerging blockchains are efficient 
It is inherently unsalable Emerging blockchains are scalable 

Applications of Blockchain Technology 
Here are some common applications of Blockchain: 

 It is used to create a secure and transparent digital ledger of all transactions. 
 It allows you to create a tamper-proof record of academic achievement that is 

accessible to all students and teachers. 
 It is used for creating a more efficient system for trading securities. 
 Lenders use blockchain to execute collateralized loans through smart contracts 
 Using blockchain technology to record real estate transactions can provide a 

more secure and accessible means of verifying and transferring ownership. 
 Use for keeping data like Social Security number, date of birth, and other 

identifying information on a public ledger. 
 Blockchain technology is also used in the logistics industry as it helps to track 

items as they move through a logistics or supply chain network. 

Limitations of Blockchain technology 
Now in this beginners Blockchain tutorial, we will learn about limitations of Blockchain 
technology: 

Higher costs: Nodes seek higher rewards for completing Transactions in a business 
that work on the principle of Supply and Demand 

Slower transactions: Nodes prioritize transactions with higher rewards, backlogs of 
transactions build-up 
Smaller ledger: It is not possible to a full copy of the Blockchain, potentially which can 
affect immutability, consensus, etc. 

Transaction costs, network speed: The transactions cost of Bitcoin is quite high after 
being touted as ‘nearly free’ for the first few years. 
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Risk of error: There is always a risk of error, as long as the human factor is involved. In 
case a blockchain serves as a database, all the incoming data has to be of high quality. 
However, human involvement can quickly resolve the error. 

Wasteful: Every node that runs the blockchain has to maintain consensus across the 
blockchain. This offers very low downtime and makes data stored on the blockchain 
forever unchangeable. However, all this is wasteful because each node repeats a task 
to reach a consensus. 

Blockchain Council 

 

Blockchain Council provides certification for blockchain, which is specially designed for 
the people who want to make a career in the blockchain domain. This certification 
requires in-depth knowledge of the core concept of blockchain. It focuses on Corda, 
Smart Contracts, Hyperledger, Quorum applications 

Blockchain Council certification can be helpful to work in industries like digital 
marketing, healthcare, supply chain, etc. The training and certification given by this 
organization are useful for various enterprises, businesses, and developers. It results in 
the usage of Blockchain technology on the centralized and traditional working system 
business. 

Following are the certificates provided by Blockchain Council: 

 A Certified Blockchain Expert 
 Certified Corda Expert 
 Certified Corda Architect 
 Certified Blockchain Developer 
 Certified BlockChain Security Professional 
 Certified Smart Contract Developer 
 Certified Bitcoin Expert 
 Certified Ethereum Expert 

Summary 

 A Blockchain is a chain of blocks that contain information 
 The blockchain is not Bitcoin, but it is the technology behind Bitcoin 
 Every block contains hash. 
 Each block has a hash of the previous block 
 Blockchain require Proof of Work before a new block is added 
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 The blockchain database is disturbed amongst multiple peers and is not 
centralized. 

 Block chain technology is Resilience, Decentralize, Time reducing, reliable and 
its offers unalterable transitions 

 Three versions of Blockchain are Blockchain 1.0: Currency, Blockchain 2.0: 
Smart Contracts and Blockchain 3.0: DApps 

 The blockchain is Available in three different variants 1) Public 2) Private 3) 
Consortium 

 Higher cost, slower transactions, small ledger, the risk of error are some 
disadvantage of using this technology 

 Dubai- The Smart City, Incent Customer retention, and Blockchain for 
Humanitarian Aid are the real-life use cases of Blockchain 

 Bitcoin uses blockchain technology which is not governed by any central 
authority or banks 
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Published April 4, 2022 – ILR News 
We were recently asked to provide some clarification on what exactly one should say to a legislator 
(or anyone else) when speaking about how blockchain (distributed ledger technology) relates to the 
recording process and why we should care. So, forget for a moment that blockchain has anything to 
do with computer servers distributed around the globe or cryptocurrency. Think of it THIS WAY … 
Blockchain is just another way to execute a transaction, including the exchange of real estate from 
one party to another. However, it is a wholly different form than what you traditionally think of as the 
way a transaction is executed. The transaction happens electronically and is affirmed electronically; 
there may be nothing that looks like a traditional document involved (deed or mortgage). If this 
technology is legal for executing a transaction, and the parties agree to do it this way, and the 
affirmation of ownership is handled through the blockchain, how are we assured that the rest of the 
world knows? A blockchain won’t/can’t put a transaction in the public record, even if it is a so-called 
“public” blockchain. There’s no inherent way to “give notice” to the world that the property has 
changed hands. There must be a way to mediate between the block chain and the public land 
registry. 
The public land registry, through the recording process, is the mechanism used to “give notice.” 
There may be private land records databases, and there may be private title plants, but the public 
land registry is the universal source for notifying the world about who owns what property, along with 
any attendant legal or financial information. The public interest, and the interests of everyone 
working in the real estate industry, are served through the recording process. 
Iowa has now legalized blockchain transactions. This begs the question, If someone sells property in 
Iowa using blockchain technology, what gets recorded in the public land registry and how? House 
File 2443 answers this question. It basically says, you can use blockchain to buy and sell  propertyin 
Iowa, but if you do – you still have to file for recording “a document that complies with the provisions 
of chapter 558.” The bill further states that the document must conform with “document standards as 
established by the electronic services system” – meaning Iowa Land Records, as we are most 
commonly known. 
In the future, a blockchain system may wish to establish a means to transmit this information for 
recording in an electronic format for recording. When that day comes, The Electronic Services 
System and Iowa Land Records will work to facilitate that process – perhaps through a publicly 
published application programming interface (API). 
In summary, here are the key points to be remembered: 

 Blockchain can now be used in Iowa to buy and sell property 

 When that happens, there needs to be public notice – just like any other real estate 

transaction 

 The chain of title is important to abstractors, realtors, attorneys, financial institutions, buyers, 

sellers and more 

 The universal source of information for all parties is the public land registry in the recorder’s 

office 

 When blockchain is used to sell property, the parties must be required to submit the 

necessary information for the public land registry 

 Legislation should be adopted to ensure that this happens 
This is new territory, and there is still much to learn. We’ll have to wait and see how it unfolds. ESS 
and county recorders will be ever mindful of the interests of the public and the real estate industry. 
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House File 2443 - Reprinted

HOUSE FILE 2443

BY COMMITTEE ON JUDICIARY

(SUCCESSOR TO HSB 679)

(As Amended and Passed by the House February 24, 2022)

A BILL FOR

An Act relating to contract enforceability regarding smart1

contracts and distributed ledger technology.2

BE IT ENACTED BY THE GENERAL ASSEMBLY OF THE STATE OF IOWA:3

HF 2443 (2) 89

es/rn/md
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H.F. 2443

Section 1. Section 554D.103, subsections 4, 8, and 9, Code1

2022, are amended to read as follows:2

4. “Contract” means the total legal obligation resulting3

from the parties’ agreement as affected by this chapter and4

other applicable law. “Contract” includes any contract secured5

through distributed ledger technology and a smart contract.6

8. “Electronic record” means a record created, generated,7

sent, communicated, received, or stored by electronic means.8

“Electronic record” includes any record secured through9

distributed ledger technology.10

9. “Electronic signature” means an electronic sound, symbol,11

or process attached to or logically associated with a record12

and executed or adopted by a person with the intent to sign the13

record. “Electronic signature” includes a signature that is14

secured through distributed ledger technology.15

Sec. 2. Section 554D.103, subsections 5 and 16, Code 2022,16

are amended by striking the subsections.17

Sec. 3. Section 554D.108, subsection 2, Code 2022, is18

amended to read as follows:19

2. A contract shall not be denied legal effect or20

enforceability solely because an electronic record was used in21

its formation or because the contract is a smart contract or22

contains a smart contract provision.23

Sec. 4. NEW SECTION. 554E.1 Definitions.24

As used in this chapter, unless the context otherwise25

requires:26

1. “Account” means the same as defined in section 554.9102.27

2. “Chattel paper” means the same as defined in section28

554.9102.29

3. “Contract” means the same as defined in section 554D.103.30

4. “Controllable account” means an account evidenced by a31

controllable electronic record that provides that the account32

debtor undertakes to pay a person that under the uniform33

commercial code has control of the controllable electronic34

record.35

-1-
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H.F. 2443

5. “Controllable electronic record” means an electronic1

record that can be subjected to control under any applicable2

article of the uniform commercial code. “Controllable3

electronic record” does not include a deposit account,4

electronic copy of a record evidencing chattel paper,5

electronic chattel paper, electronic document of title, money,6

investment property, or a transferable record.7

6. “Controllable payment intangible” means a payment8

intangible evidenced by a controllable electronic record that9

provides that the account debtor undertakes to pay a person10

that under any applicable article of the uniform commercial11

code has control of the controllable electronic record.12

7. “Deposit account” means the same as defined in section13

554.9102.14

8. “Digital asset” means any electronic record that15

represents or evidences economic value or economic,16

proprietary, or access rights or is used as a medium of17

exchange, unit of account, method of payment, or store of18

value. “Digital asset” does not include a deposit account,19

electronic record evidencing chattel paper, electronic chattel20

paper, controllable account, controllable payment intangible,21

money, electronic document of title, investment property, or22

a transferable record.23

9. “Distributed ledger technology” means an electronic24

ledger or other record of transactions or other data to which25

all of the following apply:26

a. The electronic ledger is uniformly ordered.27

b. The electronic ledger is redundantly maintained or28

processed by more than one computer or machine to guarantee the29

consistency or nonrepudiation of the recorded transactions or30

other data.31

10. “Electronic” means the same as defined in section32

554D.103.33

11. “Electronic chattel paper” means the same as defined in34

section 554.9102.35

-2-
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H.F. 2443

12. “Electronic document of title” means the same as defined1

in section 554.1201.2

13. “Electronic record” means the same as defined in section3

554D.103.4

14. “Electronic services system” means the county land5

record information system, or electronic services system,6

created under the agreement entered into under chapter 28E7

between the counties and the Iowa county recorders association8

as required by 2005 Iowa Acts, ch. 179, §101, as amended by9

2021 Iowa Acts, ch. 126, §2.10

15. “Investment property” means the same as defined in11

section 554.9102.12

16. “Money” means the same as defined in section 554.1201.13

17. “Payment intangible” means the same as defined in14

section 554.9102.15

18. “Record” means the same as defined in section 554D.103.16

19. “Smart contract” means an electronic record that is an17

event-driven program or computerized transaction protocol that18

runs on a distributed, decentralized, shared, and replicated19

ledger that executes the term of a contract, including but not20

limited to, taking custody over and instructing the transfer21

of assets.22

20. “Transaction” means a sale, trade, exchange, transfer,23

payment, or conversion of a digital asset or any other property24

or any other action or set of actions occurring between two or25

more persons relating to the conduct of business, commercial,26

or governmental affairs.27

21. “Transferable record” means the same as transferable28

record defined in the federal Electronic Signatures in Global29

and National Commerce Act, 15 U.S.C. §7021(a)(1), and as30

defined in the Uniform Electronic Transactions Act, section31

554D.118, subsection 1.32

Sec. 5. NEW SECTION. 554E.2 Classification of digital33

assets.34

Digital assets are intangible personal property.35

-3-
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H.F. 2443

Sec. 6. NEW SECTION. 554E.3 Legal effect of distributed1

ledger technology and smart contract.2

1. A record, signature, or contract shall not be denied3

legal effect or enforceability solely because it is created,4

generated, sent, signed, adopted, communicated, received,5

recorded, or stored by means of distributed ledger technology6

or a smart contract.7

2. A contract shall not be denied legal effect or8

enforceability solely because of any of the following:9

a. The contract contains a smart contract term.10

b. An electronic record, distributed ledger technology, or a11

smart contract was used in the formation of the contract.12

3. Notwithstanding any other law to the contrary, a person13

using distributed ledger technology in the course of engaging14

in or affecting intrastate commerce, interstate commerce, or15

foreign commerce to secure information that the person owns16

or has the right to use retains the same rights of ownership17

or use with respect to such information as before the person18

secured the information using distributed ledger technology.19

This subsection does not apply to the use of distributed20

ledger technology to secure information in connection with a21

transaction to the extent that the terms of the transaction22

expressly provide for the transfer of rights of ownership or23

use with respect to such information.24

Sec. 7. NEW SECTION. 554E.4 Conveyance of real estate25

interest evidenced by electronic record.26

Any transaction subject to this chapter that is intended to27

be evidenced by an instrument affecting real estate as defined28

in section 558.1 and is intended to provide constructive notice29

pursuant to section 558.11, or by any instrument that is30

otherwise required by law to be recorded by the office of the31

county recorder, shall be evidenced by a document that complies32

with the provisions of chapter 558, in a format suitable33

for recording and conforming with the document standards as34

established by the electronic services system.35

-4-
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H.F. 2443

Sec. 8. REPEAL. Section 554D.106A, Code 2022, is repealed.1

-5-
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From: phil@clris.com
To: Larry Burtness
Subject: RE: Question - Where was the transaction, was there a filing/recording of the transaction in the public land

registry, how was it done, could you provide me with a copy?
Date: Monday, April 4, 2022 11:24:00 AM

Larry,

I wonder if it might be possible to set up some type of informational discussion – sort of an end-to-
end description of the steps for completing the real estate transaction, the specific functions that
DART performs, the process of preparing the documents for recording and of course the recording
itself.  Imagine a comparison of the “old way” v. the “new way”.

Am not sure what concerns there might be about proprietary information, but that could be worked
out. NDA if needed.

Maybe a small group of interested parties in a zoom meeting?

Let me know your thoughts. And have a great week!

Phil

From: Larry Burtness <lburtness@figure.com> 
Sent: Thursday, March 31, 2022 3:01 PM
To: phil@clris.com
Subject: Re: Question - Where was the transaction, was there a filing/recording of the transaction in 
the public land registry, how was it done, could you provide me with a copy?

Happy to share what I know, and happy to query the DART team on things that I don't know.  They 
appear to be very interested in having a positive impact in the recorder space
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On Sun, Mar 20, 2022 at 11:07 AM phil@clris.com <phil@clris.com> wrote:

I see MISMO is heralding this as a big achievement. Congratulations, I think. I’d like to
learn more about it. Can you share?
Phil
*********************************
Figure and Apollo Execute Mortgage Transactions Using Blockchain Technology to
Transfer Ownership
 
Thu, March 17, 2022, 7:00 AM·5 min read
 
New, secure and streamlined mortgage loan registry brings greater efficiency and
transparency to the mortgage industry
 
NEW YORK and SAN FRANCISCO, March 17, 2022 /PRNewswire/ -- Figure Lending LLC
("Figure") and Apollo (NYSE: APO) have completed a transaction involving the
origination of digital mortgage loans and transfer of ownership via blockchain
technology. The secure, streamlined process was a first-of-its-kind in the mortgage
industry and holds the potential to revolutionize the $3 trillion mortgage ecosystem.
 
Figure has begun originating eNote mortgages that are on-boarded as unique digital
assets on the Provenance Blockchain. At the same time, they are auto-registered with
Digital Asset Registration Technologies, Inc. (DART), a combined lien and eNote registry
system developed by Figure Technologies, Inc. and used in place of the "MERS"
databases. DART monitors blockchain-based asset transfers and offers a streamlined
and more efficient alternative to the existing loan tracking database systems and the
often delayed, weeks-long settlement process for paper promissory notes.
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In the transactions, Apollo, through investment vehicles it manages, purchased these
digital assets via an integrated, blockchain-based marketplace that, when coupled with
use of a connected digital currency account such as USDF, enables real-time, multi-party
settlement with less risk.
 

 
 
The friction, risks, and costs involved in the traditional loan sale and delivery process can
all be reduced using the DART and Provenance Blockchain systems, which allow for
immediate and automated asset onboarding, real-time settlement of loan pledges and
sales, and use of an integrated registration system that can automatically reflect
transfers of loan interests. The process has traditionally required duplicative registration
of a loan in multiple "MERS" databases and slow and risky trilateral settlement
arrangements with originators, warehouse banks, and investors.
 
"With technology impacting all areas of our lives, it is time for participants across the
mortgage ecosystem to experience an improved process that simply works better and
costs less," said Daniel Wallace, GM of Figure Lending. "Blockchain can provide
enhanced protections and transparency in the ownership process for consumers and
real-time settlement for investors, replacing trust with truth to create a faster, more
efficient process for everyone. This important development demonstrates just one way
that blockchains will provide significant improvements that streamline the mortgage
lending space."
 
"When Apollo and Figure formed a strategic partnership, we saw the potential to apply
the Provenance blockchain – built specifically for the financial services industry – to
processes across the investment lifecycle," said Apollo Partner Robert Bittencourt. "We
are excited to have now completed our first use case with this mortgage transaction,
executed in a way that we believe can dramatically improve efficiency in the mortgage
and lending ecosystem."
 
With these transactions, Figure has mapped the industry's transition into the modern
digital age. The entire mortgage industry – originators, private investors, warehouse
lenders, and government agencies – has recently begun to recognize the value of digital
mortgages, from reduced shipping and custodial costs to increased accuracy and
security. And most importantly, it has increased trading velocity, allowing assets to be
sold more quickly, minimizing the need for equity capital, financing lines and mark to
market risk.
 
Using Figure's fully-digital, tokenized loans – the first of their kind, and representing one
of the first and best real-world applications for unique digital assets and NFTs – the
lending industry can leverage Provenance Blockchain's transformative promise of real-
time settlement and an immutable loan record. Ultimately, this will lower costs and
improve transparency for consumers by reducing the time and expense associated with
transferring ownership, verifying data and servicing the customer.
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From: Jerry Lewallen
To: phil@clris.com; Jim Thompson
Subject: Policy Request
Date: Wednesday, March 16, 2022 3:53:24 PM
Attachments: image001.png

Phil
 
As a followup to your policy request, the PRIA Council of Advisors have met and discussed this
request and it was discussed in today’s Board of Directors meeting.  While your request does not
seem out of line with general PRIA beliefs, it has caused the Board to ask a number of broader
questions.   So the Board has referred the question to the officers to create an action plan to address
a number of questions.  As things develop, I will keep you posted.
 
Jerry Lewallen
Chief Strategy Officer
eRecording Partners Network (ePN)
Atlanta, GA
(512) 590-2733
Jerry@GOePN.com
www.GOePN.com

“The Key to Document Recording!”
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From: phil@clris.com
To: "Lindsay Laufersweiler "; "denise baker"; "Jolynn Goodchild "; "Jamie Stargell"; NATALIE STEFFENER; "Nancy

Booten"; "Melissa Bahnsen"; "Julie Haggerty"; "Eric Sloan"; Erickson, David; "Jonathan C. Lewis"; Sheri Jones,
Recorder; sheri.jones@jonescountyiowa.gov

Cc: kross@clris.com; Lisa Long; LChampion@clris.com; Kim Painter; Stacie L. Herridge
Subject: FW: PRIA Operating Policies
Date: Friday, February 11, 2022 2:57:00 PM
Attachments: PRIA Policy Memo021122.pdf

The email below and the attached memo have been sent to the PRIA leadership and Board of
Directors
 

From: phil@clris.com 
Sent: Friday, February 11, 2022 2:52 PM
To: Jerry Lewallen <jerry@goepn.com>; 'stevie@pria.us' <stevie@pria.us>; Jim Thompson
<cso@pria.us>
Cc: 'hilla@finance.nyc.gov' <hilla@finance.nyc.gov>; Gerald Smith (GSmith4@stlouisco.com)
<GSmith4@stlouisco.com>; Brian Ernissee <brian_ernissee@nwtc.com>; Larry Burtness
<lburtness@figure.com>; tkiel@co.guadalupe.tx.us; KrauseB@baycounty.net; Sharon Martin
<Sharon.Martin@washcowisco.gov>; sblount-baker@crawford-county.org; eblosser@alta.org;
Miyasaki, Jana <Jana.Miyasaki@cscglobal.com>; penny.reed@wellsfargo.com;
dshmukler@harriscomputer.com; Kyle.Quackenbush@occompt.com
Subject: PRIA Operating Policies
 
Good afternoon,
I look forward to seeing many of you in a few days.
 
The governing board for the Iowa Land Records system, directed by Iowa county recorders and
stakeholders, meets regularly to discuss policy and best practices and to oversee our operations. A
regular item on their agenda is a discussion of PRIA activities and information. One of the PRIA topics
has been the work to update the PRIA operating rules. It has been a privilege for me to be a part of
this group and I/we believe they have done a great job. We wanted to share a few observations
about several items which merit praise, and also offer some thoughts and hopes for how these
policies will be implemented.
 
Our governing board has also frequently discussed the future of the public land registry. In fact, this
topic is a backdrop for the Iowa Land Records system itself. The origin of Iowa Land Records is based
on the work of a group of forward-thinking recorders who believed that they must get better or else
someone else would do the job for them. That is why PRIA has been such an important part of the
Iowa story. Iowa Land Records is now suggesting that PRIA be more direct in advocating for the
public land registry, and also pushing back against efforts to replace it.
 
The attached memo was reviewed and adopted by the Iowa Land Records governing board, and
more specifically it has been endorsed by leaders of both Iowa Land Records and the Iowa County
Recorders Association.
 
We hope you receive it in the constructive spirit intended.
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  ELECTRONIC SERVICES SYSTEM 
  8711 Windsor Parkway, Suite 2 
  Johnston, Iowa  50131 
   
 
February 11, 2022 
 
 
To: Jerry Lewallen, President 
 Members of the PRIA Board of Directors 
 
From: Phil Dunshee, ILR Project Manager 
 
Re: PRIA Operating Rules 
 Public Land Registry 
 
 
On behalf of the Electronic Services System and Iowa Land Records, I wish to express our thanks and 
appreciation to the leadership and working group members who have toiled over the update to the 
operating rules for many, many months. Their work has been thoughtful, thorough, and generally open to 
some new ideas. The work is nearly complete and soon will be before you for approval. 
 
There are some specific elements that merit attention and praise. 
 


 Modifications to the Transparency Policy which make it clear that PRIA is committed to informing 
the membership of its policies and actions. 


o PRIA staff and leadership should be proactive in providing advance notice to the 
members of pending policies and actions. 


 The Advocacy Policy provides that the officers and board will apprise the membership of 
advocacy actions. 


o Any pending actions should be proactively communicated to the membership, and when 
actions must be taken due to time-sensitivity, PRIA staff and leadership should timely 
notify the membership and provide justification for any urgent action. 


 The Communications Policy affirms PRIA’s commitment to providing a culture for inclusiveness, 
transparency, and participation. 


o The creation of the online forums and the posting of monthly board packets have been a 
welcome contribution to this goal as are other tools that help facilitate communication 
among the members. 


 The Work Products Policy which may affirm PRIA’s commitment to publish draft versions of Work 
Products 30 days in advance of formal adoption by the Board. 


o Any pending Work Product should be subject to review by the membership prior to final 
action. 


 The operating policies relating to committees and committee meetings which affirm the position 
that these groups are expected to conduct their work in an open and transparent manner and to 
include and engage all members. 


o Meeting notices, meeting summaries, and periodic working group or committee updates 
should be easily accessible to the membership 


 
We look forward to the future with PRIA, and we will work to further the principles outlined in the updated 
mission statement. 
 


“PRIA promotes (1) respect and open-mindedness amongst its members; (2) attentiveness to 
members and industry needs; (3) understanding of emerging business innovation; (4) aligning the 
interests of government and business; (5) collaboration by providing a culture for inclusiveness, 
transparency and participation; and (6) commitment to creating and publishing consensus-based 
results.” 







   


 
As we have stated throughout the process of reviewing and updating the operating rules, we believe that 
PRIA should proactively engage with the membership, and we also believe that the membership must 
engage with PRIA. We will continue to advocate for the interests of recorders and registrars and for the 
industry as a whole. 
 
POLICY REQUEST 
With this spirit we request that the PRIA Board of Directors consider the adoption of a clear policy 
statement regarding the public land registry. For several years we have been informed of various efforts 
to use technology such as blockchain or private registry systems to gain efficiencies in the property 
industry. Advocates for the use of distributed ledger technology have made no secret of the potential for 
using blockchain as a platform for immutably establishing the rights associated with property ownership in 
place of the public land registry. There have been policy discussions about establishing a national land 
registry system to replace the community and county systems for recording land record information. 
There are active efforts to override state laws governing remote notarization with federal legislation. 
 
It should be apparent that these advocacy efforts will continue unless the property industry, public and 
private, strongly asserts that the public land registry should continue, and should not be undermined with 
these private or federalized efforts. The members of PRIA should in turn recognize that further 
improvements to the public land registry systems must also continue to be made. Is this not what PRIA is 
all about? 
 
As a long-standing group of PRIA members from the state of Iowa, members who have fully embraced a 
commitment to standards and best practices, we respectfully request the PRIA Board of Directors and the 
entire membership of PRIA to develop and adopt a clear and firm policy statement to preserve and 
improve the public land registry, and to oppose efforts to privatize or nationalize these important 
functions. 
 
Thank you for your consideration of this request. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[Approved by the Electronic Services Coordinating Committee, d.b.a. Iowa Land Records – February 10, 2022] 
 
Endorsed By: 
Nancy Booten – ESS Chair and Lee County Recorder; PRIA Member 
Julie Haggerty – ESS Vice Chair, ESS Committee member and Polk County Recorder 
Melissa Bahnsen – ESS Sec./Treas., ESS Committee member and Cedar County Recorder; PRIA Member 
Sheri Jones – President – Iowa County Recorders Association and Jones County Recorder; PRIA Member 
Denise Baker – ESS Committee member and Wright County Recorder; PRIA Member 
Jolynn Goodchild – ESS Committee member and Plymouth County Recorder; PRIA Member 
Natalie Steffener – ESS Committee member and Des Moines County Recorder; PRIA Member 
Kim Painter – Johnson County Recorder; PRIA Member 
Stacie Herridge – Story County Recorder; PRIA Member 
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 Modifications to the Transparency Policy which make it clear that PRIA is committed to informing 
the membership of its policies and actions. 

o PRIA staff and leadership should be proactive in providing advance notice to the 
members of pending policies and actions. 

 The Advocacy Policy provides that the officers and board will apprise the membership of 
advocacy actions. 

o Any pending actions should be proactively communicated to the membership, and when 
actions must be taken due to time-sensitivity, PRIA staff and leadership should timely 
notify the membership and provide justification for any urgent action. 

 The Communications Policy affirms PRIA’s commitment to providing a culture for inclusiveness, 
transparency, and participation. 

o The creation of the online forums and the posting of monthly board packets have been a 
welcome contribution to this goal as are other tools that help facilitate communication 
among the members. 

 The Work Products Policy which may affirm PRIA’s commitment to publish draft versions of Work 
Products 30 days in advance of formal adoption by the Board. 

o Any pending Work Product should be subject to review by the membership prior to final 
action. 

 The operating policies relating to committees and committee meetings which affirm the position 
that these groups are expected to conduct their work in an open and transparent manner and to 
include and engage all members. 

o Meeting notices, meeting summaries, and periodic working group or committee updates 
should be easily accessible to the membership 

 
We look forward to the future with PRIA, and we will work to further the principles outlined in the updated 
mission statement. 
 

“PRIA promotes (1) respect and open-mindedness amongst its members; (2) attentiveness to 
members and industry needs; (3) understanding of emerging business innovation; (4) aligning the 
interests of government and business; (5) collaboration by providing a culture for inclusiveness, 
transparency and participation; and (6) commitment to creating and publishing consensus-based 
results.” 
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As we have stated throughout the process of reviewing and updating the operating rules, we believe that 
PRIA should proactively engage with the membership, and we also believe that the membership must 
engage with PRIA. We will continue to advocate for the interests of recorders and registrars and for the 
industry as a whole. 
 
POLICY REQUEST 
With this spirit we request that the PRIA Board of Directors consider the adoption of a clear policy 
statement regarding the public land registry. For several years we have been informed of various efforts 
to use technology such as blockchain or private registry systems to gain efficiencies in the property 
industry. Advocates for the use of distributed ledger technology have made no secret of the potential for 
using blockchain as a platform for immutably establishing the rights associated with property ownership in 
place of the public land registry. There have been policy discussions about establishing a national land 
registry system to replace the community and county systems for recording land record information. 
There are active efforts to override state laws governing remote notarization with federal legislation. 
 
It should be apparent that these advocacy efforts will continue unless the property industry, public and 
private, strongly asserts that the public land registry should continue, and should not be undermined with 
these private or federalized efforts. The members of PRIA should in turn recognize that further 
improvements to the public land registry systems must also continue to be made. Is this not what PRIA is 
all about? 
 
As a long-standing group of PRIA members from the state of Iowa, members who have fully embraced a 
commitment to standards and best practices, we respectfully request the PRIA Board of Directors and the 
entire membership of PRIA to develop and adopt a clear and firm policy statement to preserve and 
improve the public land registry, and to oppose efforts to privatize or nationalize these important 
functions. 
 
Thank you for your consideration of this request. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[Approved by the Electronic Services Coordinating Committee, d.b.a. Iowa Land Records – February 10, 2022] 
 
Endorsed By: 
Nancy Booten – ESS Chair and Lee County Recorder; PRIA Member 
Julie Haggerty – ESS Vice Chair, ESS Committee member and Polk County Recorder 
Melissa Bahnsen – ESS Sec./Treas., ESS Committee member and Cedar County Recorder; PRIA Member 
Sheri Jones – President – Iowa County Recorders Association and Jones County Recorder; PRIA Member 
Denise Baker – ESS Committee member and Wright County Recorder; PRIA Member 
Jolynn Goodchild – ESS Committee member and Plymouth County Recorder; PRIA Member 
Natalie Steffener – ESS Committee member and Des Moines County Recorder; PRIA Member 
Kim Painter – Johnson County Recorder; PRIA Member 
Stacie Herridge – Story County Recorder; PRIA Member 
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